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Onpenenenus
B HacrosiemM J0KyMEHTE UCIIOJIb3YIOTCA CICIYIOUIME TEPMUHBL U KX ONIPEACICHUS.

ABTOMATHU3UPOBAHHAS CHCTEMA — CHCTEMa, COCTOAIAs M3 IEepCOHAJa M KOMILIEKCA
CPEACTB aBTOMATH3ALMHM €r0 JEATEIBHOCTH, pealu3ylomas WH(POPMALHUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS] YCTAHOBIICHHBIX ()YHKITHIH.

AYTeHTI/I(l)I/IRaIII/IH OTHpaBUTEJIsA MNAHHBIX — IMOATBCPKIACHUC TOIO, 4YTO OTIIPABUTCIIb
MOJYYCHHBIX JaHHBIX COOTBCTCTBYCT 3as4BJICHHOMY.

be3onacHOCTh NEPCOHAJIBHBIX [JAHHBIX — COCTOSHHE 3allMINEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTEepU3yeMOE€ CIOCOOHOCTBIO  IOJb30BATENEN, TEXHUYECKUX CPEICTB MU
MH(OPMAIIMOHHBIX TEXHOJIOTUH 00ecneunTh KOH(UIEHIINAIbHOCTD, IIEJIOCTHOCTh U JIOCTYITHOCTh
MEPCOHANIBHBIX JIaHHBIX INPH HMX OO0paboTKe B MH(OPMALMOHHBIX CHCTEMAax MEPCOHAIbHBIX
JTAaHHBIX.

Buomerpnueckne mnepcoHalbHbIe JaHHbIE — CBEICHHUS, KOTOPbIE XapaKTEpU3YIOT
(¢bu3noIOrNueckue OCOOCHHOCTH YE€JIOBEKa M Ha OCHOBE KOTOPBIX MOKHO YCTAHOBUTBH €ro
JUYHOCTh M KOTOPBIE UCIOJIL3YIOTCS AJIMHHHUCTpAMEN ISl YCTaHOBJICHHS JIMYHOCTH CyOBeKTa
MEePCOHAIBHBIX JAHHBIX, MOTYT 00padaThIBaThCS TOJIBKO MPU HAJIMYUH COTJIacHsi B MTUChbMEHHON
¢dopmMe cyObeKTa MEPCOHANBHBIX JAHHBIX (BKIOYas ¢otorpaduu, OTIeYaTkd MajbleB, oOpa3
CeTYaTKH Ti1a3a, 0COOCHHOCTH CTPOCHHS TeJIa M IPYT'YIO ITOI00HYI0 HH(POPMAIIHIO).

BiokupoBaHue TeEepPCOHAJBHBIX JAHHBIX — BpPEMEHHOE IpeKpamieHne o0pabOTKH
MEePCOHANBHBIX JAHHBIX (32 HCKIIOYEHHEM CiIy4yaeB, eciau oOpaboTka HeoOxoauma s
YTOYHEHUS TICPCOHAIBHBIX JTAHHBIX).

Bupyc (KOMNBIOTEPHBbIH, NPOrPaAaMMHBII) — HCIOJHIEMbIA MPOrpaMMHBIA KOJ WA
WHTEPIPETUPYEMBbIi HAO0Op HMHCTPYKIMH, 00Namalomuidi CBOWCTBAMH HECAHKIIMOHHPOBAHHOTO
pacnpocTpaHeHus U camoBoctiponsBeieHus. Co3aanHble TyOIMKaThl KOMIBIOTEPHOTO BUpYCa HE
BCErJia COBMAJAIOT C OpPUTMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JajbHeHiemy
pacnpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHass mporpamMma — nporpaMma, IpeJHa3HaueHHas JuIs  OCYIIECTBICHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYyNA U (UJIM) BO3JCUCTBUS HA TIEPCOHATIbHBIC JIAHHBIE WJIN PECYPCHI
MH(OPMAIIMOHHOM CUCTEMBI IEPCOHATBHBIX TAHHBIX.

BcnomorareabHble TeXHHYECKHE cpeacrsa M CHUCTEMbI — TEXHHUYCCKHUE CpPCACTBA U
CHUCTCMbI, HC IIPCAHA3HAYCHHBLIC IS IICpCaadu, O6pa6OTKI/I " XpaHCHUA IICPCOHAIIBHBIX JIdHHBIX,
YCTaHAaBJIMBACMBbIC COBMECTHO C TCXHHUYCCKUMU CPEACTBAMH U CUCTEMaMU, IMPECAHA3HAYCHHBIMU
JJIA O6pa6OTKI/I MNEpCOHAIBHBIX JAaHHBIX WA B TIOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI
I/H-I(l)OpMaI_[I/IOHHLIe CUCTCMBbI IICPCOHAJIbHBIX JTaHHbIX.

JlocTyn B ONEpanuoHHYI0 cpely KOMIbIoTepa (MH(OPMAIMOHHOH CHCTEMBI MepPCOHATBHBIX
JAAHHBIX) — MOJTy4eHHE BO3MOYKHOCTH 3aITycKa Ha BHIMOJHEHUE IITaTHBIX KOMaH, (PyHKIMA, IPOLIETYp
OTEPALIMIOHHON CHCTEMBbI (YHHMUTOXKEHHsI, KOIIMPOBAHUSI, IIEPEMEIIEHHUS U T.I.), UCIIONHIAEMBIX (baiiioB
MPUKIIAIHBIX IPOTPaAMM.

I[OCTyl'l K I/IH(l)OpMaIII/II/I — BO3MO’KHOCTbD ITOJTY4CHUA I/IH(1)OpMaI_II/II/I 1 €€ UCIIOJIb30BaHU .

3aky1aj0uHOe YCTPOMCTBO — SJIEMEHT CPEACTBA CheMa HH(OPMAIMH, CKPBITHO BHEIPSEMBIil
(3aKyIabIBaeMblii WM BHOCHMBIN) B MeECTa BO3MOJKHOIO cheMa HMH(OpMalMy (B TOM 4YHCIE B
OrpaxkJeH1e, KOHCTPYKIIUIO, 000pyI0BaHUE, IPEAMETHI HHTEPbEPa, TPAHCIIOPTHBIE CPEJICTBA, @ TAKKE B
TEXHUUYECKUE CPEJICTBA U CHCTEMBI 00pabOTKH MH(POPMAITUH).
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3anmmaemass uHpopMauus — uHOOPMALMS, SBISIONIASACS IPEAMETOM COOCTBEHHOCTH U
MO/VIeXKAINAs 3allUTe B COOTBETCTBUM C TPEOOBAHMSMH IPABOBBIX JIOKYMEHTOB MM TPEOOBAHUSAMH,
YCTaHABIIMBAEMbIMU COOCTBEHHUKOM MH(POPMALIUH.

Nnentuduranmmusi — mpricBoeHHe CYObEKTaM M OOBEKTaM JIOCTyna HACHTH(HUKATOpa ¥ (WIIH)
CpaBHEHHE TPEABSBIIEMOTO WICHTU(HKATOPA C TIEPEIHEM ITPUCBOCHHBIX MICHTU(HUKATOPOB.

NupopMaTHBHBIA CHIHAJI — DSJIEKTPUYECKUAE CUTHAIBL, AKYCTUUYECKUE, 3JIEKTPOMATHUTHBIE M
npyrie  (uBrdecKkre ToNs, 1O TapamerpaM KOTOPBIX MOXKET OBbITh pacKpbITa KOH(HICHIMATbHAS
uHpopMarmsl (TIepCOHATBHBIC JIAaHHBIC) 0OpadaThiBacMas B HH(POPMAIMOHHOW CHCTEME TePCOHATTBHBIX
JTaHHBIX.

Nudopmaunonnass cucrema mnepcoHadabHbIX AaHHbIX (MCII/H) —coBOKynHOCTb
coJepkauiuxcs B 0a3ax JaHHBIX MEPCOHAIbHBIX JAHHBIX U 00ecreyuBaronIMX UX 00paboTKy
MH(OPMAaLIMOHHBIX TEXHOJIOTUN Y TEXHUUYECKUX CPEJCTB.

HNudopmanonnble TEXHOJIOIMH — TIPOLIECCH, METONBI TOWCKA, cOOpa, XpaHeHus, O0OpabOTKH,
TMIPEIOCTABIICHUS, PACIIPOCTpaHeHus] UH(OPMAIMK U CIIOCOOBI OCYIIIECTBIICHUS TaKWX MPOIIECCOB U
METOJIOB.

Hcnonb3oBaHue mnepcoHATbHBIX JAaHHBIX — JeWcTBUA (Omepaiuu) ¢ MepCOHATbHBIMU
JAHHBIMHU, COBEpILIa€Mble ONEPATOPOM B LENSIX NMPUHATUS PEUICHUH WIM COBEPUICHHS HWHBIX
NEeUCTBUM, MOPOXKAAIOLIUX IOPUINUECKHUE TTOCIEICTBUS B OTHOLIEHNH CYOBbEKTa MEePCOHATbHBIX
JAHHBIX WM JAPYrUX JHI] MO0 MHBIM 00pa3oM 3aTparvBarollUX MpaBa U CBOOOABI CyObeKTa
MEePCOHATBHBIX JAHHBIX WU APYTUX JIHII.

Hcrounnk yrpo3bl 6e30nacHOCTH WH(POPMAIMU — CYOBEKT JIOCTYIA, MaTepHAIbHBINA OOBEKT W
(br3uyecKoe sBIIeHUE, SIBISIOLIMECS IPUUMHOM BOSHUKHOBEHHUS YIPO3bl 6€301MacHOCTH HH(OPMALIUK.

KonTposmpyemasi 30Ha — MpoCTpaHCTBO (TEppUTOpHS, 3[0aHHE, YacTh 3[aHMS, IOMEILEHHE), B
KOTOPOM HCKJTFOYEHO HEKOHTPOJIMpYeMOe MpeObIBaHHE MOCTOPOHHMX JIMII, a TaKKe TPaHCHOPTHBIX,
TEXHUYECKUX U MHBIX MaTepUaJIbHbIX CPEJICTB.

KonduaeHIAIbHOCTh MEPCOHAJBHBIX JAHHBIX — 00s3aTeNIbHOE VIS COOJFONICHUSI OTIepaTopoM
WIM WHBIM TIOJTYYMBIIIMM JIOCTYIl K TIEPCOHAIBHBIM JIAHHBIM JIMIIOM TPeOOBaHHE HE JIOMYCKaTh HMX
pacrnpocTpaHeHre 0e3 corjacus CyObeKTa IMEPCOHATBHBIX JIAHHBIX WM HAJMYMS MHOTO 3aKOHHOTO
OCHOBAHWI.

MexceTeBoii IKpaH — JIOKATbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHATIBHO-PACTIPEICTICHHOS
nporpaMmMHOe  (TIpOrpaMMHO-AIIapaTHOE) CPEACTBO  (KOMIUICKC), peai3yroliee KOHTPOJIb 32
uH(pOpMAIIMEH, TMOCTyMAKmed B HMHOOPMAIMOHHYIO CHCTEMY IEPCOHANIBHBIX JIAHHBIX W (WJIH)
BBIXOJIAIICH U3 MH(POPMAIIMOHHOM CUCTEMBI.

Hapymmrens 0e30MacHOCTH NEPCOHANIBHBIX JAHHBIX — (U3UYECKOE JIMIO, CIy4aiiHO WU
MPETHAMEPEHHO COBEPILIAIOIIEe JCHCTBHS, CIEICTBUEM KOTOPBIX SIBISIETCS HapylleHHe Oe30MacHOCTH
TIEPCOHANBHBIX JTAHHBIX MPU UX 00paboTKe TEXHUYECKUMHU CPEICTBAMH B MH(OPMAIMOHHBIX CHCTEMAx
MePCOHATBHBIX JAHHBIX.

HeaBromaTtusmpoBanHas  o0pa0oTka  HepcOHANBHBIX  JaHHBIX —  00paboTka
NEPCOHAIIBHBIX JaHHBIX, COJEpKAIIUXC B MH()OPMAIIMOHHONW CUCTEME MEPCOHATIBHBIX JaHHBIX
a1M00 U3BJICUEHHBIX M3 TAKOW CHUCTEMbI, CUMTAETCSl OCYILECTBJIEHHOW O3 HCHOJIb30BaHUS
CpeACTB aBTOMAaTH3alUU (HEaBTOMATU3WPOBAHHOI), €ClIM Takue JEHCTBUSA C MEepPCOHATBHBIMU
JAHHBIMHU, KaK MCIOJIb30BaHUE, YTOUHEHHE, PACIPOCTPAHEHHUE, YHUUTOKEHHE IEPCOHAIBHBIX
JAHHBIX B OTHOLIEHUM KaXXJOTO M3 CYOBEKTOB MEPCOHAIBHBIX JTAHHBIX, OCYIIECTBIAIOTCS MPHU
HENOCPEJCTBEHHOM y4acTHUH YEJIOBEKA.
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HenexsapupoBanHble  BO3MOXKHOCTH —  (DYHKIMOHAIBHBIC ~ BO3MOXKHOCTH  CPEJ/ICTB
BBIYHCITUTENIBHON TEXHUKH, HE ONMCAHHBIC WM HE COOTBETCTBYIOIIIHE OIMCAHHBIM B JIOKYMEHTALIMH, TIPU
UCIIOJIF30BAHMN ~ KOTOPBIX BO3MOKHO ~ HapyIleHHE KOH(MICHIMAIBHOCTH, JOCTYITHOCTH I
LIETIOCTHOCTH 00pabaTeiBaeMoi HH(pOpMaLIUH.

HecankumonpoBaHHbI 10CTYNl (HECAHKIIMOHMPOBAHHBIE JIEICTBHSI) — JIOCTYI K MH(pOpMALU
WM JeWCTBUS ¢ MH(OpMAIMEH, HapyIIaoIye IpaBuiia pasrpaHUUEHUsI IOCTYIIA C HCIOJIBb30BAHUEM
IITaTHBIX CPEJICTB, IPEAOCTABIIIEMBIX HH()OPMAITMOHHBIMU CHCTEMAaMH NIEPCOHATBHBIX TaHHBIX.

Hocutens unpopManuu — (HU3MUECKOE JMIO WIM MATepPUATBHBIA OOBEKT, B TOM YHCIC
¢u3ngeckoe mone, B KOTOPOM HMH(GOPMAIUS HAXOIUT CBOE OTPHKEHHWE B BHIE CHUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKUX PEIICHNWH W TIPOLIECCOB, KOJIMUECTBEHHBIX XaPAKTEPUCTHK (DU3MUYECKHUX
BEJINYUH.

O0e31MuMBaHue NMEPCOHATBbHBIX JAHHBIX — JIEHCTBUSI, B PE3YIbTATE KOTOPHIX CTAHOBUTCS
HEBO3MOXKHO 0€3 MCMOJIb30BaHUs AOMOJHUTENbHON NH(OPMaLUU ONPEeNEINTh TPUHAUIEKHOCTD
MEPCOHATBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY EPCOHAIbHBIX JaHHBIX.

O0paboTka mnepcOHANBHBIX [JaHHBIX — J1000€ JelicTBHE (orepamusi) WIM COBOKYIMHOCTb
NedcTBUil  (omepalii), COBEpIIAEMbIX C HCIOJIb30BAHHEM CPEICTB aBTOMATH3AlMU WM  0e3
WCTIOJTE30BAHMS TAKKX CPEJICTB C TIEPCOHAIBHBIMU JIAHHBIMH, BKITFOYast COOp, 3aITiCh, CHCTEMATH3AIIHIO,
HaKOTUICHUE, XpaHeHHe, YTOUHeHHe (OOHOBJICHHE, I3MEHEHHE), U3BJICUCHIE, HCIIOIb30BaHNE, Tepeaaqdy
(pacpocTpaHeHne, —MpPeIOCTaBICHHE, JOCTYI), OOE3IWYMBaHKME, OJOKHPOBAHHE, yIAAICHHE,
YHHUYTOKCHHUE ITICPCOHAIIBHBIX TAHHBIX.

OO0men0CTyNHbIe  MEPCOHAJbHbIE JaHHbIEe —  TCPCOHAJbHBIC  JIAaHHBIC,  JOCTYI
HEOTPAHMYEHHOTO Kpyra JIMIl K KOTOPBIM IPEIOCTaBICH C COrJIacHs CYOBheKTa MEPCOHATBHBIX
JTAHHBIX WJIM Ha KOTOPBIE B COOTBETCTBHH C (heJCpaTbHBIMU 3aKOHAMH HE PaCIpOCTPaHSETCS
TpeboBaHuE COOIOICHNS KOHPUACHITNATHHOCTH.

Oneparop (nmepcoOHANBHBIX JAHHBIX) — TOCYIAPCTBEHHBIN OpraH, MYHMIMIAIBGHBIA Opras,
IOPUIMYECKOE WIH (PU3MIECKOE JIMIIO, CAMOCTOSITEIILHO WIIM COBMECTHO C JPYIMMHU OpPTaHH3YIOIIEe
(nn) ocyIecTBIIsIONIEe 00PaObOTKY MEPCOHATBHBIX JTAHHBIX, a TAKKE ONMPEICIISIONTIE 1S 00padOTKH
MIEPCOHANIBHBIX JIAHHBIX, COCTaB IIEPCOHATBHBIX JAHHBIX, MONISKANMX 00paboTKe, ICHCTBHS
(omeparum), CoBepIIaeMbIe C IEPCOHATLHBIMU TAHHBIMH.

Texunyeckue cpeacrBa HHGPOPMALMUOHHOH CHCTEMBbI MEPCOHATBHBIX JAHHBIX — CPENCTBA
BBIYUCITUTELHON TEXHUKH, HHPOPMAITOHHO-BBIYHCITUTELHBIC KOMILICKCHI M CETH, CPEIICTBA M CHCTEMBI
nepenaur, npuemMa W o0padotku [IJIH (cpemctBa M CHCTEMbl 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCITPOM3BEIICHUS, TIEPETOBOPHBIC W  TEJICBM3MOHHBIC YCTPOMCTBA, CPEICTBA HM3TOTOBJICHUS,
THUPKUPOBaHUS JIOKYMEHTOB M JIPYrH€ TEXHUYECKUE CPEICTBa OOpabOTKM pedeBOM, Tpaduyeckoi,
BUJICO- U OyKBEHHO-IIM(POBON HHGPOpPMAIK), MPOrpaMMHbBIE CPEACTBA (OMEpPAlIOHHBIE CHCTEMBI,
CHCTEMBI YIpaBJICHUs 0a3aMM JaHHBIX M T.IL), CPEICTBA 3alIUThl WH(POPMALMH, TPUMEHSCMbIC B
MH(POPMAIIOHHBIX CHCTEMAX.

IlepexBaT (MH(pOpManuM) — HEIpaBOMEPHOE MOIy4YeHHE MHPOPMALUU C UCHOJIb30BAHUEM
TEXHUYECKOTO  CpEJCTBA, OCYIIECTBIAIOIIErO0  OOHapyXeHue, TIpueM U  0o0paboTKy
MH(GOPMATUBHBIX CUT'HAJIOB.

IlepconaiibHble AaHHBIE — J100as HMH(pOpMalMs, OTHOCALIAsCA K MPSIMO WIM KOCBEHHO
OIpeJIeIEHHOMY WJIH ompeessieMoMy (pruznueckomy ULy (CyObEeKTY MepCOHAIbHBIX JAHHbIX).

ITo6ouHbIE IJTEKTPOMATHUTHLIC U3JIYYCHUA U HABOJAKH — JJICKTPOMAIrHUTHBIC U3ITYYCHUA
TCXHUYCCKUX CpCACTB 06pa60T1<1/1 3aluIaeMon I/IH(l)OpMaI_[I/II/I, BO3HHUKAKOIIHUE KakK MOOOYHOE
SAIBJICHUC W BBI3BBAHHBLIC JJICKTPUUYCCKUMU CHUT'HAJIAMU, HeﬁCTByIOLHHMH B HX JJICKTPUYCCKHUX H
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MariviTHBIX LCIIAX, a TAKXKC J3JICKTPOMArHUTHBIC HABOJKU 3TUX CHI'HAJIOB HAa TOKOIIPOBOAAIIUC
JIMHUHW, KOHCTPYKIHUU W LCIIU ITUTAHUSA.

[MonuTHKa  «YMCTOTO  CTOJA» —  KOMIUIGKC  OpPraHU3allMOHHBIX  MEPOINPHUATHH,
KOHTPOJMPYIOIIUX OTCYTCTBUE 3alHMCHIBaHWS HA OyMaKHbIE HOCHTENH KIIOUed M aTpuOyTOB
nocryma (maposei) U XpaHeHHsI uX BOJIM3H 00BEKTOB JIOCTYIIA.

Moab30BaTes b HMHPOPMALMOHHOM CHCTEMbl MEPCOHAJBHBLIX JaHHBIX —  JIHUIO,
y4acTByOIIee B (PYHKIIMOHHUPOBAHUHA HWH(POPMAIMOHHON CHUCTEMBI IEPCOHAIBHBIX TaHHBIX WJIH
HCIOJIb3YIOLIEE Pe3yNIbTaThl €€ (QYHKIIMOHUPOBAHMUS.

IIpaBuja pa3rpaHu4YeHHUsi JOCTYNA — COBOKYITHOCTh TPaBHJI, PErJIaMEHTHPYIOIIUX IpaBa
JOCTyma CyOBEeKTOB JOCTYyIa K 00bEKTaM J0CTYIIA.

IIporpammuas 3akjaaka — KoJl IPOrpaMMbl, NPEeIHAMEPEHHO BHECEHHBIH B NPOrpaMMmy C
LENbI0 OCYIIECTBUTh YTEUKY, HM3MEHHUTh, OJOKHPOBAaTh, YHUUYTOXUTh HH(POpPMALMIO WIH
YHUUYTOXXHUTh U MOAMPHUIMPOBATH IPOrpaMMHOE oOecneueHre HHPOPMAIIMOHHON CHCTEMBI
MEePCOHAIBbHBIX JaHHBIX U (WJIM) OJIOKMPOBATh anmapaTHbIE CPEICTBA.

IIporpaMMHoOe (MPOrpaMMHO-MaTeMaTHYeCKOe) BO3/eiiCTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICHCTBUE HAa pECYpChl aBTOMAaTU3UPOBAHHON MH(OPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C
HCIIOJI30BAaHUEM BPETOHOCHBIX MPOTPaMM.

PaCKpblTHe NEPCOHAJIBHBIX MAHHBIX — VYMBIIUJICHHOC MU CJ'Iy‘-I&ﬁHO@ HapymecHue
KOHCI)I/IHGHIII/IHIII)HOCTI/I NEPCOHATBbHBIX TaHHBIX.

PacnpocTpaHeHHe TNepCOHATBbHBIX JAHHBIX — JCWCTBUS, HAlpaBiCHHbIE Ha PACKPBITHE
MEePCOHANTBHBIX JaHHBIX HEOMPEICTICHHOMY KPYT'y JIUI]

Pecypc uHpopMAIIMOHHONH CHCTEMbI — UMEHOBAHHBIM 3JIEMEHT CHUCTEMHOTO, MPHUKIIAIHOIO
WJIU amnmapaTHoOro odecredeHus: GyHKIIMOHUPOBAHUS WH(POPMAIIMOHHON CHCTEMBI.

CnenmnajbHble KaTeropuu MePCOHAJBHBIX JAHHBIX — T[IEPCOHANIBHBIE  JIaHHBIE,
KacalolMecss  PacoBOM, HAIMOHAIBHOW  IPUHAUIEKHOCTH, TMOJUTUYECKHUX  B3IJISAJOB,
PENUTHO3HBIX WKW (UIOCOPCKUX YOEKACHUM, COCTOSHUS 3I0POBbS M HMHTUMHOM KU3HU
cyObeKTa MepCOHAbHBIX JaHHBIX.

CpeIlCTBa BbIYHMCIUTETHLHOM TEXHUKH — COBOKYITHOCTb ITPOI'paMMHBIX U TEXHUYCCKUX 3JIEMCHTOB
CUCTEM O6pa6OTKI/I JaHHBIX, CIOCOOHBIX (bYHKI_[I/IOHI/IpOBaTB CaMOCTOATCIIbHO MJIM B COCTaBE APYIUux
CHCTCM.

Cy0bexkT nocryna (cy0beKT)— JMUIO WIM IIPOLIECC, JIEWCTBUSI KOTOPOIO PEryIaMEHTUPYIOTCS
MpaBWJIAMU Pa3rpaHUYEHUs JOCTYIIA.

Texunyeckuii KaHaj yredyku WH(OPMALMH — COBOKYITHOCTh HOCHTENA MH(opMaiuu (cperncTsa
00paboTkH), husrdeckor cpepl pacrpocTpaHeHHus: MHHOPMATUBHOTO CHTHANIA U CPEICTB, KOTOPHIMU
NoOBbIBaeTCs 3alpIaemMas HHpopMalus.

TpancrpanuyHasi nepeaada nepcoOHAJbHBIX JaHHBIX — IEPEAAYa NEPCOHAIBHBIX JTaHHBIX
omnepatopoMm uepe3 l[ocymapctBeHHyro rpanully Poccuiickoit ®enepanuu OpraHy BJIACTH
MHOCTPAaHHOTO TOCyAapcTBa, (U3MUECKOMY WIH IOPUAMYECKOMY JIMIY HHOCTPAHHOTO
rocyapcraa.

Yrpo3bl 0€30HaCHOCTH TEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBHH M (PaKTOpOB,
CO3IAIOIINX OMACHOCTb HECAHKIIMOHUPOBAHHOIO, B TOM YMCIIE CIIy4aiHOTO, JOCTYNA K MEPCOHAIBHBIM
JIAHHBIM, PE3YJIbTaTOM KOTOPOTO MOYKET CTaTh YHUUTOXKEHHE, U3MEHEHHE, OIIOKUPOBaHUE, KOIMPOBAHHUE,
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pacnpoCTpaHEHUE MEPCOHANIBHBIX JIAHHBIX, & TAKKE MHBIX HECAHKIIMOHWPOBAHHBIX JEWCTBUM NPU KX
00paboTKe B MHDOPMALTMOHHOM CUCTEME ITEPCOHATIBHBIX JAHHBIX.

YHUYTOKEHHE TePCOHAJBbHBIX JAHHBIX— JICHCTBUSA, B pPE3Y/IbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTAQHOBHUTH COJICp’KaHME TEPCOHANBHBIX JAaHHBIX B HMH(OPMAIMOHHOM CHCTEME MEepPCOHATBHBIX
JAHHBIX WM B PE3yNbTare KOTOPBIX YHHUUTOXKAIOTCSI MaT€pUaIbHbIE HOCUTENIN MEPCOHAIBHBIX
JTAHHBIX.

Yreuka (Gammuiaemoi) HHQOPMAIMH 10 TEXHUYECKHUM KAHAJIAM — HEKOHTPOIMPYEMOE
pacnpocTpanenre HHPOPMALK OT HOCUTENS 3allUIIAeMON MH(POPMALINK Yepe3 (PU3UUECKyI0 cpemy 110
TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIONIETO IepeXBaT HHPOPMAIIUH.

Ysa3BUMOCTB — C1a00CTh B CPEACTBAX 3aILUTHI, KOTOPYIO MOYKHO HCHOJIb30BaTh JUISl HApyIICHUS
CHCTEMBI WM COJIEpIKaIeNcs B HeW MH(POpPMAITUH.

HenoctHocT  MHGOPMAIMM —  CTIOCOOHOCTh  CPENICTBA  BBIYMCIHMTEIIHHOW — TEXHUKH WU
aBTOMAaTH3MPOBAHHOW CHCTEMBbI O0OECTIeUMBaTh HEM3MEHHOCTh MH(OpPMAIMKM B YCIOBHSX CIy4aifHOTO
W/WIY IpeTHAMEPEHHOTO NCKAYKEHUS (pa3pyLLeHus ).
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OBO3HAYEHUSA U COKPAILIEHUA

— aHTUBUPYCHEIE CPEACTBA

— aBTOMATH3HUPOBAHHOE paboyee MeCTO

— BCIIOMOTI'aTCJIbHBIC TCXHUYCCKHUEC CPCACTBA U CUCTCMbI
— MH(OPMAIIMOHHAS CHCTEMA TTePCOHATBHBIX JTAHHBIX

— KOHTpOJIpyeMasi 30Ha

— JIOKaJIbHas BEIYMCIIUTEIbHAS CETh

— MEKCETEBOM SKpaH

— HECAHKIIMOHMUPOBAHHBIN TOCTYIT

— OTEpaIMOHHAs CUCTEMA

— HNEPCOHAJTIBHBIC TaHHBIC

— IPOrpaMMHO-MaTeMaTHYECKOE BO3JICHCTBHE

— IIporpaMMHoOe o0ecrieueHne

— NOOOYHBIE ANEKTPOMArHUTHBIE M3ITy4eHHs U HABOIKU
— CHCTEMa aHaJIK3a 3alIUIIEHHOCTH

— CpeICTBa 3alIUThl HHPOPMALUH

— cucreMa (IoJICUCTeMa) 3allUThl IEPCOHAIBHBIX JaHHBIX
— cucteMa 0OHapyKeHHsI BTOP)KCHHIA

— TEXHUYECKHE KaHAbI yTeUKH MH(POPMAIIIH

— YI'pO3bIL 0€e30I1acCHOCTH INCPCOHAIBHBIX TaHHBIX
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BBEJIEHUE

Hacrosimast IMonutrka wHpopmanuonHoi Oe3onmacHocty (manee Ilonutuka) MBJIOY
«erckuit can Ne 56 «Ckaszka» (nanee — YupexJaeHHUE) sIBIICTCS OPUIHATEHBIM JOKYMEHTOM.

[Tonmutnka pazpaboTaHa B COOTBETCTBUU C TpeboBaHUsIMU DeaepabHOTO 3aKOHA OT 27 HIOJIS
2006 r. Ne 152-®3 «O mepcoHaIBHBIX JaHHBIX» U TocTaHOBJIeHUs [IpaButenscTBa Poccuiickoit
@eneparuun ot lHOSIOps 2012 1. Ne 1119 «OO6 yrBepkaeHun TpeOOBaHMN K 3alIUTe
MEPCOHATBHBIX JAaHHBIX NpU HX 00paboTKe B MH(POPMALMOHHBIX CHUCTEMax NEPCOHAIBHBIX
JAHHBIX», HA OCHOBAHUM:

- «PexoMenanuii Mo 00ecIeueHn0 0E30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MPU UX 00pabOTKe B
WHQPOPMAIMOHHBIX ~ CUCTEMaxX IEPCOHANBHBIX JAHHBIX», YTBEPXKACHHBIX 3aMecTHTElIeM
mupekropa @CTIK Pocenn ot 15.02.2008 1.,

- «TunoBbIX TpeOOBAHMI MO OPTaHU3ALUH M 00eCTIeYeHHIO (PYHKIIMOHUPOBAHHUSI IHPPOBATBHBIX
(xpunTorpaduueckux) CpeicTB, MpeIHa3HAYSHHBIX JUIS 3alIUThl HHPOPMAIINH, HE COIepIKalIei
CBEIIEHMH, COCTaBJIAIOUIMX TIOCYJapCTBEHHYIO TailHy B cilydae U3 MCIOJIb30OBAaHUA I
obecriedyeHusi 0E30MaCHOCTH TEPCOHANBHBIX JIAHHBIX MPH HX 00paboTke B WH(POPMAIMOHHBIX
CHCTeMax NEpPCOHAIBHBIX IAaHHBIX», YTBEPKIEHHBIX pykoBoiacTBoMm 8 llentpa ®CBb Poccun
21.02.2008 r. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpedoBaHusi k mnepconany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
nepcoHaNa, CTPYKTypa M HEOOXOTUMBINH YPOBEHBb 3alIUIIIEHHOCTH, CTaTyC W JOJIKHOCTHBIC
00s13aHHOCTH COTPYIHHUKOB, OTBETCTBEHHBIX 3a oOecreueHrne Oe30MacHOCTH IMEePCOHATBHBIX
nanubix B UCITIH Yupexnenus.
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1 O6umme nonoxenns
Lenbro Hacroseit [ToauTuku sBiseTcs: odecneucHre 0€301acCHOCTH 00BEKTOB 3aIlUThI

quem):[eHH;I OT BCCX BHAOB YIpo3, BHCHIHUX W BHYTPCHHUX, YMBIINIJICHHBIX U

HeTpeHaMepEeHHBIX, MUHIMHU3aNus yimepOa OT BO3MOXKHOHM peanu3aluu yrpo3 0e30macHOCTH
M= (YBILH).

be3onacHOCTH NEpCOHAIBbHBIX JaHHBIX JOCTHUTIaCTCsA IIyTeM HUCKIIIOYCHHUA
HCCAHKIIUOHUPOBAHHOI'0, B TOM YHCIJIC CHy‘-I&fIHOI‘O, J0CTylnla K HNCEPCOHAJIBHBIM JaHHBIM,
PE3YIBTATOM KOTOPOI'0 MOXKET CTaThb YHUYTOXCHUC, U3MCHCHUC, 6JIOKI/IpOBaHI/I€, KOIIMPOBaHUC,
PpacrnpoCTpaHCHUEC ICPCOHAJIBHBIX JAHHBIX, & TAKKC MHBIX HCCAHKIITMOHWPOBAHHBIX I[GI\/'ICTBI/II\/'L

WNudopmanus u cBsizaHHbIE ¢ HEW pecypchbl AODKHBI OBITH JOCTYIHBI JUIS aBTOPU30BAHHBIX
noJib3oBaTenei. JIoJKHO OCYHIECTBISATBCS CBOEBPEMEHHOE OOHAPY)KEHUE M pearupoBaHHE Ha
YBII/H.

I[OJ'DKHO OCYIICCTBJIATHCA NPCAOTBPAIICHHUEC MPEAHAMCPCHHBIX HIIN CJ'Iy‘I&fIHBIX, HJaCTUYHBIX
HJIN TTOJIHBIX HCCAHKIIMOHUPOBAHHBIX MO)II/ICI)I/IK&HI/II‘/II WM YHUYTOXCHUA IEPCOHATIbHBIX TaHHBIX.

CoctaB 00BEKTOB 3alIUTHI MpecTaBieH B [lepedHe mepcoHaNbHBIX JaHHBIX, YKa3aHHOMY B
[Tonoxenun 06 00paboOTKe NEPCOHATBHBIX JIaHHBIX.

Cocra UCIIdH, mojyiexxamux 3aliuTe, MPEACTaBIeH B AKTe 00CIeTOBaHUS TEKYIIETO
COCTOSHHUA TCXHH‘ICCKOﬁ 3alIUThI HepCOHaJ'H)HBIX JaHHBIX.
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2 Obaacrtb NeHCTBUA

TpeboBanus Hactosmed [lonuTUKN pacIpoCTPaHsAIOTCS HAa BCEX COTPYIHHKOB YUpPEkKIACHUS
(IITaTHBIX, BPEMEHHBIX, PaOOTAIOIMIMX MO KOHTPAKTy M T.I.), @ TAKXKE BCEX MPOYMX JIUI]
(mOapATUMKH, ayAUTOPHI U T.I1.).
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3 Cucrema 3ammrsi MEPCOHAJBbHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX gaHHbIX (C3I1/IH), cTpouTCS Ha OCHOBAHUU:
- AxTa 00ciieJoBaHUS TEKYIIEro COCTOSIHUS TEXHUYECKOM 3aIUThI IePCOHAIBHBIX TAHHBIX
- [Iepeuns nepcoHanbHBIX JTAHHBIX, MOUIEKAIIUX 3aIIUTE;
- AxTOB KaccupuKanuyi HHOOPMAIIMOHHBIX CUCTEM MEePCOHABHBIX TAHHBIX;
- HacTHBIX Mojiesiel akTyallbHbBIX yTpo3 U BepositHoro Hapymutens UCIIH;
- [Tonoxxenus o pa3rpaHUYEHUH MPaB IOCTYIA K IEPCOHATBHBIM JaHHBIM
- PykoBomsamux mokymenToB @CTOK u ®Ch Poccun.

Hnst oGecrieuenuss 3amuthl  WMCIIJIlH HeoOxomumo  coOmtojieHME  OpraHu3alMoOHHO-
TEXHUYECKUX Mep. AJAMHMHHCTpaIeil obecrieunBaeTcsi 6€30MacHOCTh MEPCOHAIBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOJMMBIM YPOBHEM 3alllMIIIEHHOCTH, KOTOpas omucaHa B TeXHHYeCKOM
3aJlaHuM Ha co3fanue cucreMbl 3amuThl A UCIIH. B Yupexnenuu onpeneneHsl akTyaibHbIe
yrpo3bel Oe3omnacHoctd [1/IH, koTOphie ommcanbl B YacTHOM MOJENHM aKTyalbHBIX YIpo3 W
BepositTHoro Hapymutens UCIT/IH.

HO}I AKTyaJIbHBIMU  YT'pO3aMH 0€30I1aCHOCTH MNEPCOHAJIBHBIX  OJAaHHBIX ITOHHMACTCA
COBOKYITHOCTb ~ YyCJIIOBUH  HW  (aKTOpOB, CO3MAIOIINX  aKTyalbHYI0  OIMACHOCTb
HCCaAaHKIITMOHUPOBAHHOI'O, B TOM YMCJIC CJ'Iy‘—I&fIHOFO, J0CTymna K NEPCOHAJIBHBIM JAaHHBIM IIPHU UX
00paboTke B MH(DOPMAITMOHHOW CHCTEME, PE3YJIbTATOM KOTOPOTO MOTYT CTaTh YHHUYTOXXEHUE,
W3MEHEHHe, OJIOKMPOBaHKE, KOMMPOBAHHE, MPEJOCTABICHHUE, PACIPOCTPAHEHHE TEPCOHAIBHBIX
JIAHHBIX, a TAK)KE WHBIC HEITPABOMEPHBIC ACHCTBUSI.

VYrpo3sl 1-ro TUMA aKkTyanbHBI 1715 MTHPOPMAIIMOHHOM CHCTEMBI, €CIIH Ul Hee B TOM YHCIie
aKTyaJlbHbl yIpO3bl, CBA3aHHbIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapHUPOBAHHBIX)
BO3MOXHOCTEH B CHCTEMHOM MPOrpPaMMHOM 00€CTeYeHHH, UCIOIb3YeMOM B MH(GOPMaIMOHHOM
CUCTEME.

Yrpo3sl 2-T0 THUIA aKTyalbHBI 115 HHPOPMAIIMOHHOIN CHCTEMBI, €CJIH Ul Hee B TOM YHCIe
aKTyaJlbHbl yIPO3bl, CBA3aHHBIE C HAJIMYMEM HEJOKYMEHTHUPOBAHHBIX (HEACKIapHUPOBAHHBIX)
BO3MOXHOCTEH B MPHUKIAJHOM  NPOTPAMMHOM  OOECIIEYEHHH,  HCIIOJIB3YeMOM B
MH(OPMALIMOHHON CUCTEME.

Yrpo3sl 3-r0 TUNA aKTyallbHBI JUIsI UH(QOPMAIIMOHHOW CUCTEMBI, €CIH ISl Hee aKTyaJIbHbI
yrpo3bl, HE CBS3aHHBIE C HAJTUYMEM HEJIOKYMEHTUPOBAHHBIX (HEICKIAPUPOBAHHBIX)
BO3MOHOCTEH B CHCTEMHOM W MPUKIAAHOM MPOTPAMMHOM OOECHEYEHHUH, HCIOIb3yeMOM B
MH(OPMALIMOHHON CHUCTEME.

Ha ocHOBaHuHM 3THX JOKYMEHTOB ONpeEZeseTcs HeoOXOIUMMBIH ypOBEHb 3allMIIEHHOCTH
ITx xaxnoit UCIT/In Yupexxnenus. Ha ocHoBaHMM aHanmM3a aKTyaJbHBIX yIpo3 0€30MaCHOCTH
I111, onncanHOro B YacTHOM MOJENN akTyallbHBIX Yrpo3 U BepositHoro Hapymurens UCIIIxH n
Otuera o0 pe3ynbraTax NPOBEIEHUS BHYTPEHHEH NIPOBEPKE, JENACTCSl 3aKIIOYEHHE O
HE00X0AMMOCTH HMCIIOJIb30BaHMS TEXHUUECKUX CPEJCTB U OPraHU3allMOHHBIX MEPOIPHUATUIN IS
oOecnieuenus OezonacHocTH [I/[H. BbiOpaHHBIE HEOOXOIUMBIE MEPONPHUATHS OTPAKAIOTCSI B
[Inane MeponpUATHIA 110 3aLIUTE IEPCOHAIBHBIX TaHHBIX.

s xkaxaoit UCIIJIH nomkeH ObITh COCTaBIIEH CIIUCOK UCTOB3YEMbIX TEXHHUECKUX CPEJICTB
3allUThI, & TaK K€ MPOrPaMMHOTO oOecreueHus, ydacTByomero B oopadorke [1J[H, Ha Bcex
anementax UCII/H:
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- APM nonw3oBaTelnei;
- CepBepa NpUIIOKEHUIA;
- CYBJ;

- I'panwma JIBC;

- Kananor nepenayu B cer 0oOIIEro moib30BaHus M (WIH) MEKIYHAPOIHOrO oOMEHa, €CH 0
HuUM nepenarores [1J1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIAH n axtyansHbix yrpo3, C3I1[dn moxer
BKJIIOYATh CJIEAYIOIINE TEXHUUECKUE CPEJICTBA:

- AHTUBUPYCHBIC CPEICTBA ISl pabOUMX CTAHIUI TIOJIH30BATENICH U CEPBEPOB;
- CpencTBa MEKCETEBOI0 IKPAaHUPOBAHHUS;

- cpencTBa KpunrorpaduuecKoil 3ammThl WHGOpMAnuW, TPH Tepenade 3amuiaeMol HWH- -
(dhopmaruu 1o KaHajiaM CBSI3H.

Tax >xe B CIMCOK JIOJIKHBI OBITh BKJIIOYEHB! (DYHKIIMHU 3alUThI, 00ECIeUnBAaEMbIE IITATHBIMU
cpeactBamu  06pabotku I/l onepaunonusiMu cuctemamu (OC), npuxnagaeiM 10 u
CHEIHabHBIMU KOMILJIEKCAMH, peaIU3yIOUIMMHU cpeAcTBa 3amuThl. CrucoK (YHKUMNA 3allUThI
MOXET BKIIFOUATh:

yIpaBJeHNUE U pa3rpaHUYeHre JOCTYyIa MOJIb30BaTeNeH;
PETUCTPALIMIO U yUeT ASHCTBUIN ¢ HHPOpPMaIIUEH;

- obecreunBaTh 1EIOCTHOCTD JaHHBIX;

- MPOU3BOJNTH OOHAPYKEHUI BTOPIKECHUI.

Cnucok HCMONB3yeMbIX TEXHUYECKHX CpPEACTB oTpaxkaercsa B Ilnane meponpusituii 1o
3aIUTE MEePCOHAIBHBIX JaHHBIX. CIIMCOK HCIOJIB3YEMBIX CPEJICTB JIOJDKEH IMOJICPKUBATHCS B
aKTyaJlbHOM COCTOSSHUHM. IIpy W3MEHEHMHM COCTaBa TEXHHYECKHX CPEJCTB 3allUThl WA
anemeHToB WCIIIH, COOTBETCTBYIOIIHME H3MEHEHHS IOJDKHBI ObITh BHeCceHbI B CHHCOK U
YTBEPKICHBI 3aBEAYIOMNUM YUPESKIACHHS WIN JMIIOM, OTBETCTBEHHBIM 3a 00eCIeueHUe 3alTUThI
I11n.
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4 TpedoBanus k noacucremam C3I1/1n

C3I1/IH BKiIFOYAET B ceOS CIACAYIOIIHE MOACUCTEMBI:

- YIpaBICHHS OCTYIIOM, PETHCTPALINN U YUeTa,

- obecreyeHust IETIOCTHOCTH | JIOCTYITHOCTH;

- AHTUBUPYCHOM 3aIlIUTHI;

- MEXCETEBOr0 SKPaHUPOBAHHS,

- aHaJIM3a 3aIUIICHHOCTH;

- oOHapy»XeHHUsI BTOPIKEHUH;

- Kpunrorpadguyeckon 3aluThI.

[Moacucrempr C3II/IH umeroT pasnuyHblil (yHKIMOHAN B 3aBucuMoctH oT kiacca WCII/H,
onpejieieHHOro B AkTe KiaccupuKaluud MHPOPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX TaHHBIX.
Cmucok cootBerctBust QyHknuii mojacucreM C3II/IH Kmaccy 3amuIEeHHOCTH TPENCTaBIICH B
[Tpunoxxennn Ne 1.

41 HO}IC]{[CTeMbI YupaBJ/J€HUsA JO0CTYIIOM, PErUCTPAllUU U yU€Ta

[Toacucrema ynpapieHus: 1OCTYIIOM, PETUCTPAllMK U ydeTa MpeAHa3HaueHa sl peanu3auu
cenyronux QyHKIUI:

- WACHTH(DHUKAITIN 1 IPOBEPKA TIOUTMHHOCTH CyOBEeKTOB noctyma mpu Bxone B UCI1/IH;

- WAGHTH(HUKAIMN TEPMHHAJIOB, Y3JIOB CETH, KaHAaJOB CBS3M, BHEIIHHX YCTPOWCTB IIO
JIOTUYECKUM UMEHAM;

- WACHTH(DHUKAITIH TIPOTpaMM, TOMOB, KaTajoroB, (aiiioB, 3amucei, oJiei 3amiceii o nMeHaM;

- peructpanuu Bxoja (BeIXofa) CyOBEKTOB JIOCTyIa B CUCTEMY (M3 CHCTEMBI), THOO pPEerucTpamus
3arpy3Kd ¥ UHHITUATN3AIMH OTICPAIIMOHHON CUCTEMBI U €€ OCTaHOBA.

- PErucTpanyy TONBITOK JIOCTYNa MPOrPAaMMHBIX CpPEACTB (IpOrpaMM, MpPOIECCOB, 3ajad,
3aTaHAN ) K 3aIIIaeMbIM (aitiam;

- perucTpamuy TOMBITOK JOCTYIIA MPOTPAMMHBIX CPEICTB K TEpMUHANaM, KaHalaM CBS3H, -
IporpaMmam, ToMam, Katajaoram, (aiiam, 3amucsam, TOoJIIM 3aIrcei.

[Toxcucrema ynpaBieHHS ITOCTYIIOM MOXET OBITh peaii30BaHa C MOMOINBI0 IITATHBIX
cpenctB 06pabotku [1/1x (onepanuonnsix cuctem, npuioxenuit 1 CYB/]). Tak ke MoxeT ObITh
BHEAPEHO CICIHMAJIbHOE TEXHUYECKOE CPEICTBO WJIM HX KOMIUICKC, OCYIIECTBIISIONINE
JIOTIOJTHUTEJIBHBIE MEPhl MO ayTeHTH()UKAMU U KOHTpOr. Hampumep, npuMEHEHHE €IWHBIX
XpaHWIMIL]  YYETHBIX  3alKceil  MOoJb30BaTeNiell M PEerucTpalMoHHOW  WHMOpMaluHy,
MCIOJIb30BaHNE OMOMETPHUYECKUX U TEXHUYECKUX (C MOMOIIBIO0 3JEKTPOHHBIX MPOIMYCKOB) Mep
ayTeHTU(UKAIUU U APYTUX.

4.2 MMoacucrema obecneyeHusi HEJOCTHOCTH U JOCTYITHOCTH

IToncucrema obecrieueHHsl IIETOCTHOCTH U JIOCTYITHOCTH IpeaHa3HaueHa A oOecreueHus
uenoctHoctn M gocrynHoctd  [I/[H, mnporpamMmHbix U anmapatHelx cpeacts  MCIIIH
VYupexxaeHus, a Tak )ke CPeJICTB 3alHUThI, IPU CITyYalHON WJIM HAMEPEHHOW MOIU(PHUKAIINH.
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Ilogcucrema peanusyercs ¢ IMOMOIIBIO  OPraHU3ALMMA  PE3EPBHOIO  KOIMPOBAHUSA
o0OpabaTbIBaeMbIX JaHHBIX, & TAK K€ pe3epPBUPOBaHUEM KIF0UeBbIX dneMeHToB UCIT/H.

4.3 MoacucreMa aHTHBHPYCHOI 3aIUTHI

[logcucrema aHTHBUPYCHOM 3allUThl NpeJHAa3Hau€Ha A O0O0ecleYeHMs] AHTUBHUPYCHOU
3amuThl cepBepoB U1 APM nonw3oBareneit UCIAn Yupexaenus.

CpencTBa aHTUBHPYCHOM 3aIUTHI TPEAHA3HAYECHBI [T peaTU3allii CICYIOMNX ()YyHKIIHM:
- PE3UIEHTHBIN AHTUBUPYCHBIM MOHUTOPUHT;
- AaHTUBUPYCHOE CKAHUPOBAHHUE;
- CKpHNT-0JIOKMPOBAHUE;

- ICHTPAJIHM30BAaHHYIO/Y/IaJICHHYI0 YCTaHOBKY/JICHHCTAJUISAIUIO AHTUBUPYCHOTO MPOJIYKTa,
HACTPOKKY, a/IMUHICTPUPOBAHHE, IPOCMOTP OTYETOB M CTATHCTUYECKON nH(opmalmu no padbore
MIPOAYKTA;

- aBTOMaTU3UPOBAaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

- OTpaHUYCHHE TIPaB MOIH30BATENISI Ha OCTAHOBKY HMCIIONIHSIEMBIX 3a7a9 M U3MEHEHHSI - HACTPOEK
AHTUBHPYCHOTO IIPOrPaMMHOT0 00eCIICUCHUS;

- aBTOMATUYECKHH 3aITyCK Cpa3y MOCIIe 3arpy3KH OIEePAllMOHHONW CHCTEMBI.

[Toncucrema peanusyercs MyreM BHEAPEHHs CHENMAIBHOIO AHTUBUPYCHOTO MPOTPAMMHOTO
oOecneueHus Ha Bce aneMeHTsl UCIT/IH.

44 Iloacucrema MexKCeTEeBOTO IKPaHUPOBaAHUA

[ToxcucremMa MEKCETEBOTO SKPAaHUPOBAHUWS IMpeIHA3HAUYCHA [UIS PEaTM3aldd CIEAYIOIINX
hyHKIIMIHA:

- ¢wibTpanuy OTKPHITOTO H 3ammdpoBaHHOro (3akpeitoro) IP-tpaduka mo cremyrommm
napamMmerpam;

- (huKkcanmy BO BHYTPEHHHX XypHaIaX WH(oOpMAIMK 0 TPOXOSIEM OTKPBITOM U 3aKpbhiToM [P-
Tpaduke;

- UACHTU(QUKAIMKA W ayTEeHTU(PUKANUIO aJIMHHHCTPATOpa MEXCETEBOr0 JKpaHa MpU €ro -
JIOKAITBHBIX 3aITpocax Ha JIOCTYII,

- perucrpanum Bxoja (BbIX0/a) aIMHHUCTPATOPA MEKCETEBOT0 dKpaHa B CUCTEMY (W3 CHCTEMBI)
100 3arpy3KH ¥ HHULIUAJIH3AIMHA CHCTEMBI U €€ IIPOrpaMMHOI0 OCTaHOBA;

- KOHTPOIIS IIEIOCTHOCTH CBOEH MPOrpaMMHON 1 MH(POPMAIIMOHHON YacTH;

- (DUIBTpaLMM NAKETOB CIIY)KEOHBIX MPOTOKOJIOB, CIYXAIlUX IS JUATHOCTHUKH WU YIPAaBJIEHUS
paboTOol CETEBBIX YCTPOUCTB;

- (PUIBTpALIM C YYETOM BXOJIHOI'O U BBIXOJHOI'O CETEBOro MHTep(delica Kak CpeACTBO MPOBEPKH
MOJUIMHHOCTH CETEBBIX aJIPECOB;

- pEeruCTpanvu 1 y4dera 3alpainmnmBaCMbIX CEPBUCOB IPUKIAAHOI'O YPOBHS;

- 6J'IOKI/Ip0BaHI/I$I A0CTyIa HeI/I,Z[CHTI/I(bI/IL[I/IPOBaHHOFO 00BEKTa WU CY6’BCKTa, NOJJIMHHOCTD
KOTOpOro mpu aYTeHTI/I(I)I/IKaLII/II/I HE MoATBEpANIaChb, METOdaMU, YCTOIZLII/IBLIMI/I K IICPEXBATY,

- KOHTPOIIS 332 CETEBON aKTUBHOCTBIO IPHUIIOKEHHI U O0OHAPY>KEHHS CETEBBIX aTaK.
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IToncucrema peanusyercs BHEAPEHUEM IIPOrPAaMMHO-ANIAPATHBIX KOMIUIEKCOB MEXKCETEBOIO
sKpaHupoBaHus Ha rpanuue JICB, kinaccoM He HUxe 4.

45 Iloacucrema aHaIn3a 3alIUILEHHOCTH

[loacucrema aHanu3a 3aIIMIICHHOCTH, JOJDKHA OOECIEUMBATH BBISBICHUS YA3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B kKoH(urypanuu [10 UCIIH, koTOpsle MOTYT OBITH MCHOJIB30BAHEI
HapyIIUTEIEM JJIs pealu3aluy aTaku Ha CUCTEMY.

qDYHKIII/IOHaJI IIOACHUCTEMBI MOXCT OLITH p€ajiM30BaH IpOrpaMMHBIMH KW IPOTrpaMMHO-
arrapaTHbIMH CPEACTBAMU.

4.6 Ioncucrema oGHApYKEHUS BTOP:KEeHMi

[Toacucrema oOHapyKeHMsI BTOPKEHHH, T0JKHA 00eCIIeYnBaTh BBISBIIEHUE CETEBBIX aTakK Ha
aneMmenThl UCII/IH, moakitoueHHbIe K CeTIM OOIIEro MOJIb30BaHUS U (MJIM) MEXJIYHApOIHOTO
oOMeHa.

CDYHKIII/IOHaJ'I INOACUCTEMBI MOXECT OLITH p€aiM30BaH MNpOrpaMMHBIMH W MPOTrpaMMHO-
armapaTHbIMH CPEACTBAMHU.

4.7 Moncucerema KpuNTOrpaguuecKoii 3aAMHUTHI

[Toncucrema xpunrtorpadudeckoi 3amuThl TpenHasHadueHa s uckmouennss HCI
samumaemor nHpopmarmu B UCIIn Vapexaenus, npu ee mepenadu 1Mo KaHajaaMm CBS3U CETEH
00111eTr0 MOJIK30BaHMs U (MJTH) MEXKTyHapOHOTO OOMEHa.

[logcucrema peanusyercss BHEAPEHUEM KpPUNTOTpapUUECKUX MPOrpaMMHO-aNMmapaTHBIX
KOMIIJICKCOB.
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5 Ioab3oBarenn UCHan

B UCIIAH VYwupexaeHuss MOXHO BbIICIUTh CIEAYIOLIME TPYNNbl I0Jb30BaTeNeH,
y4acTBYIOIIKX B 00paboTke u xpanenuu 11/[n:

- Anmunuctpatopa UCT1/IH;

- Aamunauctparopa 6ezonacaoctu UCI/IH;

- Oneparopa APM;

- AIMUHHCTpaTOpa CeTH;

- TexHUYECKOro CrienuanicTa mo o0CIyKUBaHHUIO IEpUPEPHITHOTO 000PYIOBaHUS;
- [Iporpammuct-pazpadorunx UCIH.

JlanHble O rpynmax Mojb30BaTeNIX, YPOBHE MX JOCTyHa M MH(GOPMHUPOBAHHOCTH JOJKEH
ObITh OTpakeH B [loyio)keHnH 0 pa3rpaHUYeHHH MPaB IOCTyNa K NEPCOHAIBHBIM JaHHBIM.

5.1 Axvunncrparop UCHIn

Anmunuctpatop HMCII/IH, coTpynHuk VYupexkaeHus, OTBETCTBEHHBIM 3a HACTPOWKY,
BHenpenue u compoBoxaeHnne HWCII/IH, oOecneunBaeT (GYHKIMOHUPOBAHHUE TOJICUCTEMBI
yopasiernuss gocrynom HCIIJIH © ylmoJHOMOYEH OCYHIECTBIATh IPEAOCTABICHHE U
pasrpaHuyeHue A0CTyna KOHeYHOro nojs3oBatess (Oneparopa APM) k snemeHTaM, XpaHsIIUM
MIEPCOHAJIbHBIE JJAaHHBIE.

Anmmvunuctparop UCIIx o6nagaer cneayromuM ypoBHEM JOCTyIA U 3HAHUH:

- obmajmaer modHOW WH(pOpPMAaNUEd O CHUCTEMHOM W TPUKIATHOM MPOrPAaMMHOM OOeCIedeHUN
UCII/#n;

- o0JrazaeT oTHOM HH(pOpMAIel 0 TEXHHYECKUX cpencTBax U koHpuryparuu UCIT/TH;
HMMeEET JOCTYTI KO BCEM TEXHUYECKUM cpecTBaM 00paboTku nHpopmarwu 1 ganabM UCT/IH;

- oOnamaer mpaBaMH KOH(QUTYPHUPOBAaHUS ¥ aJMUHHCTPATUBHON HACTPOMKH TEXHUYECKUX
cpencts UCIT/IH.

5.2 Agmunucrparop 6e3onacuocrn UCIIIn

Anmunuctpatop 6e3omacHoct MCIIAH, coTpynHuk YupekaeHus, OTBETCTBEHHBIM 3a
¢yukuuonupoanue C3I1/[H, BKkiIO4Wass oOCHTy)XHMBaHHME W HACTPONKY aJIMUHHCTPATHBHOM,
CEpBEPHOI U KITMEHTCKOM KOMITOHEHT.

Anmunuctpatop 6e3onacHoctu MCII/[H oOnanaeT cienyromuM ypoBHEM JA0OCTyIa U 3HAHUI:
- obnamaer mpaBamu Anmunuctpartopa MCIL/IH;
- obnamaer nmonHoM nHPOpManmeit 06 UCIT/IH;

- UMeeT JOCTYI K CPEeICTBaM 3alIUThl HHGOPMAIMH U MIPOTOKOIUPOBAHUS M K YaCTH KITFOUEBBIX
snementoB MCII/IH;

- HC UMCECT IIpaB AOCTyla K KOH(l)I/IprI/IPOBaHI/IIO TEXHUYCCKUX CPCACTB CETHU 3a UCKIHOYCHUCM
KOHTPOJIbHBIX (I/IHCHGKI_II/IOHHBIX).

Anmunuctpatop 6e3onacHocty UCIT/IH ynoaHoMoueH:
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- peanu30BBIBATH MOJUTHUKY Oe3oracHocTy B yacTH HacTpoiiku CK3U, MeXCEeTeBhIX 3KpaHOB H
CHUCTeM OOHapy»KEHHsS aTak, B COOTBETCTBHH C KOTOpPBIMH Toib3oBarenb (Omepatop APM)
MoJTy4aeT BO3MOXKHOCTh paborath ¢ anmementamu UCTIH;

- OCYILICCTBJIATH ayqUT CPCACTB 3allIUThI,

- YCTaHaBJIMBaTb OOBCPUTCIILHBIC OTHOMICHUWA cBoeit 331].[HIL[€HHOI7[ CCTU C CCTSAMU OPYTIuUx
Opranuzanuii.

5.3 Oneparop APM

Omneparop APM, cotpyaHuk YupexacHus!, ocymiecTisommi oopadotky [1/]n. O6paboTka
[I1n Bxmrowaer: BO3MOXXHOCTH mpocMmoTpa [1/In, pyunoit BBoxy IIJln B cucremy HWCII/H,
(¢bopMHpOBaHHE CIPABOK W OTYETOB MO MH(popmauuu, noxydeHHod u3z WCII/x. Onepatop He
MMeeT TOJTHOMOYMHN ISl yIipaBiieHus nojcucreMamu o0padoTku ganubix u C3I1/H.

Omnepatop UCIIIH oGnanaer ciaeayomuyM YpOBHEM A0CTYNA U 3HAHUMN:

- obmagaer BCeMH HEOOXOJMMBIMH aTpuOyTamu (Hampumep, MapoieM), 00ecTeYHBAIOIMMHU
JIOCTYN K HEKOTOpOMY mojaMHoxecTBY [1/1H;

- pacmonarac€r KOH(bI/I)ICHI_[I/IaHI)HI)IMI/I JaHHBIMH, K KOTOPBIM UMECT TOCTYII.

5.4 Axvuuucrparop cern

AJIMUHUCTpPATOp CETH, COTPYAHUK YUpEXKJEHUS, OTBETCTBEHHBIN 3a (PYHKIIMOHHPOBAHUE
TeneKoMMyHUKalMoHHOW nojcucteMbl MCIIIH. AqMuHuCTpaTOp CETH HE MMEET MOJHOMOYMI
JUTSI yIIpaBJICHUS MOACUCTEMaMu 00paOOTKHU TaHHBIX U 0€30MMaCHOCTH.

AJIMUHHCTpATOP CE€TH 00JIaIaeT CICAYIONINM YPOBHEM JIOCTYIAa U 3HAHHH:

- obmamaer 4JacThio MHPOPMAIUKW O CHCTEMHOM M TPHUKIATHOM IPOTPAaMMHOM OOECIICUCHIH
UCTx;

- obnaaeT yacThio MHGOPMAIINH O TEXHHYECKUX cpeacTBax u KoHpuryparmu UCIT/IH;

nMeer (HU3MYECKHil TOCTYN K TEXHWYECKHM CPEICTBaM 00paboOTKM MH(OPMAIMU W CPEACTBAM
3aIUTHI;

- 3HACT, 110 MCHBIIIECH MEpPE, OAHO JICTaJIbHOC UM JOCTYIIA.

5.5 Texnuueckuii cnenUAINCT MO 06CTY;KHBAHUIO MepHdePHITHOro 060pyI0BAHMS

Texuuueckuil crnenuanucT Mo OOCTY)KHUBAHUIO, COTPYAHHUK YUPEKICHHs, OCYIIECTBISET
oOcinyxuBaHue U HacTpoiiky mnepudepuitnoro obopynoBanus WCIIAn. Texuuueckwuii
CHEIHATUCT TO OOCHy)XMBaHWI0O HE uMeeT gocTymna kK [IJ[H, He uMeeT MOTHOMOYMHA IS
yIpaBJeHHs MOJACUCTEeMaMU 00pabOTKU JaHHBIX U O€30TaCHOCTH.

Texuudeckuil crenuanuctT mo oOCTYKMBAaHUIO OOJIaaeT CIEAYIOIIMM YPOBHEM AOCTYIa W
3HAHUM:

- obnamaer 4acThi0 MH(OPMAIMKW O CHCTEMHOM M TMPHUKJIAJHOM IMPOrPaMMHOM OOECIIe€YeHUN
NCII/H;

- o0majaer yacTbio HHGOPMAIIMK O TEXHUUYECKHUX cpecTBax v KoHpurypauuu UCII/H;

3HAcCT, 110 MCHBIIICH MEpEC, OAHO JICTAJIbHOC UM JOCTYIIA.
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5.6 Mporpammucr-paspadorunk UCI/In

[TporpamMmMuCTBI-pa3pabOTYMKK  (MOCTABLIMKK)  MPHKIATHOrO  MPOrPaMMHOrO  OOecIieueHus,
o0ecrieunBaloIye ero CONPOBOXK/CHHUE Ha 3aluInaeMoM oobekre. K maHHOM rpymmne MoryT OTHOCHTBCS
KaK COTPYAHUKH YUPEKACHHS, TAK U COTPYJHUKU CTOPOHHUX OpraHU3aLIHiA.

DU3NYECKOE IO 3TON KaTErOpUHU:
- oOnamaeT uH(pOpManKen 00 alropuTMax U mporpammax oopadorku unpopmaru Ha UCIH;

- oOnamaer BO3MOXKHOCTSMH BHECEHHsI OIMMOOK, HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH,
MPOrpaMMHBIX 3aKJaJOK, BPEAOHOCHBIX Mporpamm B mporpammuoe obecnieuenne VCII[H Ha
CTaJiH ee pa3pabOTKH, BHEJPEHHS U COMPOBOXKICHUS;

- MOXeT pacmojiarath JioObiMu (parmentamu uHpopmammu o torosorun MCIIJIH u
TEXHUUYECKHX cpencTBax o0paborku u 3amutsl [1/1H, o6pabaTeiBaembix B UCIIIH.
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6 TpeGoBanus k nepconasy no odecrnedennio 3amuThl [1H

Bce corpynnuku VYupexnenus, spiswomuecs mnonb3zoBarensimu MCIIH, A0WKHBI 4eTKO
3HaTh M CTPOTO BBIMIOJIHATH YCTAHOBJICHHBIC WIPaBWJIa W OOS3aHHOCTH TO JIOCTYIMYy K
3alIUIIAEMBIM 00BEKTaM M COOIOICHHIO MPUHSTOTO peskuma Oe3zomacHoctu [1/1H.

IIpn BCTyluleHMM B JOJDKHOCTH HOBOTO COTPYAHHMKA HEIIOCPEACTBEHHBIM Ha4YaJIbHUK
MOJIpa3/IeIeHUsl, B KOTOpPO€ OH IIOCTyIaeT, 00s3aH OpraHu30BaTb €ro O3HAKOMIIEHHE C
JNOJDKHOCTHOM ~ HMHCTPYKUMEH M HEOOXOJAMMBIMH  JIOKYMEHTaMH, PpErJIaMEHTUPYIOLIUMU
TpeboBanus mo 3amute IIJ{H, a Takke oOydeHHE HaBBIKAM BBIIIOJHEHHUS TPOLEIYD,
HEOOXOAUMBIX JUTSI CAHKITMOHUPOBAHHOTO Hcronb3oBanus UCII/H.

CoTpyIHUK NOKEH OBITh O3HAKOMIIEH CO CBEIACHUSMU HacTosiied [loauThKd, MpUHSATHIX
nporenyp padotsl ¢ anemenTamu UCITIn u C3I1/]H.

CoTpyaHUKH VYUpeXJIeHUs, HCIHOJB3YIOIINE TEXHUYECKHE CpeAcTBa ayTeHTHU(UKALUH,
JOJDKHBI  O00€CHeurBaTh COXPAHHOCTh WJICHTU(PHUKATOPOB (DIEKTPOHHBIX KIIOUeH) U He
nonyckatb HCJ[ x HuUM, a Tak K€ BO3MOXHOCTb MX yTE€pPH WM HCIHOJb30BaHUS TPETbUMU
munamu.  [lonb3oBarenu  HeECyT  TEPCOHAJIBHYIO  OTBETCTBEHHOCTh 3a  COXPaHHOCTh
UJEHTU(DUKATOPOB.

CoTpyaHUKHN YUpexAeHUs TOJDKHBI CIeI0BaTh YCTAHOBIEHHBIM MpOLEAypaM MOAJep>KaHus
pexxuma 6e3onacHoct I1JIH mpu BEIOOpE M MCHOIB30BAHUU HapoJiel (€CIU HE UCHOJIb3YHOTCS
TEXHUYECKUE CPEJICTBA ayTCHTU(PUKAIUH).

CotpyaHuku YupexaeHHUs IOJKHBI OOecreunBaTh HaAJIEXKAIlyl0 3allUTy 000pYAOBaHUS,
OCTaBJIIEMOT0 0€3 MPUCMOTPa, OCOOCHHO B Te€X ClydasX, KOTrJa B MOMEIIEHUE UMEIOT JOCTYI
MMOCTOPOHHUE JHIa. Bce mosb3oBaTeNn MOJDKHBI 3HATh TpeboBaHus 1mo OezomacHocTH [IJIH n
MPOIIEAYPHI 3alTUTHI 000PYI0BaHUSI, OCTABICHHOTO 0€3 MPUCMOTpPA, a TAK)KE CBOM OOS3aHHOCTH
10 00€ECIIEUEHNIO TAKON 3aIIUTEL.

CoTpynHuKaM 3ampeniaeTcs YCTaHaBIMBAaTh ITOCTOPOHHEE IMPOTpaMMHOE obOecreueHue,
MOJIKJTIOYATh JIMYHbIE MOOMJIbHBIE YCTPOMCTBA M HOCUTEIM MH(POPMAIIMH, a TaK e 3aIlliChIBaTh
Ha HUX 3alUIIacMy0 HHPOPMAITHIO.

CoTpyaHUKaM 3amperiaercs pasriamiaTh 3allyIlaeMyro HH(pOpMaIMio, KOTopas craia UM
M3BECTHA MPH paboTe ¢ UHPOPMALIMOHHBIMU CUCTEMAMH Y UPEKICHUS, TPETHUM JIUIAM.

[Tpu padote c¢ I1In B UCII[IH coTpynuuku YupexaeHus o0si3aHbl 00eCceYuTh OTCYTCTBUE
BO3MOHOCTH nTpocMoTpa I1/1H TpeTbuMu munamu ¢ MOHUTOPOB APM minu TepMUHAIIOB.

[Tpu 3aBepriennu pabotel ¢ UCIT/IH coTpynuuku o0s3anbl 3amuTuTs APM nian TepMuHaibl
C TMOMOIIBIO OJIOKUPOBKM KIIOUOM HIIM SKBUBAJICHTHOTO CpPEICTBA KOHTPOJIS, HampHUMeEp,
JOCTYIIOM TIO MapOJII0, €CIIM HE HCIIONIB3YIOTCS 00JIee CUIIbHBIE CPEICTBA 3ALUTHI.

CoTpynHHKH YUpexJeHUs TOJDKHBI ObITh MPOMH(DOPMHUPOBAHBI 00 Yrpo3ax HapyIICHHS
pexuma OesomacHoctd [I/IH M OTBETCTBEHHOCTH 3a ero HapyiieHue. OHU JOJDKHBI OBIThH
O3HAKOMJICHBI C YTBEPXICHHOW (QOpPMaIbHON TPOIEAYPOH HAIOXKEHUS AUCIUTUIMHAPHBIX
B3BICKaHUI HA COTPYJHHKOB, KOTOPbIe Hapymwin [1oMuTHKY HHPOPMAIIMOHHOM 0€30MacHOCTH U
npouenaypsl 6e3omacuoctu [1/]H.

CoTtpynHuku 00s3aHbl  0€3 TIpOMEANIeHHs CcooOmaTh 000 BceX HaOMI0JAeMbIX WU
MOA03PUTENBHBIX chaydasx padotel UCIIJIH, MOTYIIHMX MOBIEYS 32 000 yrpo3bl 6€30MacHOCTH
I, a Takke O BBIABICHHBIX HMHU COOBITHSX, 3aTparuBaroimx OezomacHocTh [1]]H,
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PYKOBOJICTBY NOJIpa3CiICHUs H JIMIlY, OTBEYAIOIIEMY 32 HEMEJICHHOE pearupoOBaHUe Ha yrPO3bl
6e3omacuoctu [1/]H.
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7 JoaxkHocTHBIE 0013aHHOCTH NoJb30oBaTeseil UCII/An
JlomxHocTHBIE 00s13aHHOCTH TIob3oBartenel CII/H onrcanbl B cieayOmuX JOKYMEHTaX:
- NHcerpykuus apmunuctpaTtopa MCIH;
- Uncrpykuus anmunancTpatopa 6eszonacHoctu UCI/H;
- Nucrpykuus nons3osatens MCITH.
OtBerctBeHHOCTH coTpyauukoB UCII/IH Yupexaenus.

B cootBerctBuM co ct. 24 denepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 utonst 2006
r. Ne 152-®3 «O nepcoHanabHBIX JAHHBIX» JIMIA, BHHOBHbIE B HAPYLIEHUN TPeOOBaHUI JaHHOTO
@denepallbHOTO  3aKOHA,  HECYT  TPaXKJAHCKYI0,  YrOJIOBHYI,  aJIMUHUCTPAaTUBHYIO,
JUCHHUIUTMHAPHYI0O U MHYIO MPEIYCMOTPEHHYIO 3aKOHOAATENbCTBOM Poccuiickont denepanuu
OTBETCTBEHHOCTb.

JleiictByroniee  3akoHOJaTenbcTBO P®  mo3BosisieT  mpenbsABIATH  TpeOOBaHUSA IO
obecrieueHn0 Oe30macHON paboThl ¢ 3almuiaeMod HHQopMalnuell u MpeaycMaTpuBaeT
OTBETCTBEHHOCTh 3a HapyIIEHHE YCTAaHOBJIEHHBIX MpaBWJ 3Kciuyatanuu OBM u cucrewm,
HETMPAaBOMEPHBIN JOCTYNl K WHQPOPMALWH, €CIH OTH JCHCTBHS TPHUBEIN K YHUUYTOXCHHIO,
OJI0KMPOBAaHUIO, MOAU(DUKAIIKY UHPOPMAIIMK UK HapylIeHUIo paboTel DBM uinu ceteit (ctaTtbu
272,273 u 274 YK PO).

Anmunuctpatop UCIIAn u agmuauctpatop 6e3omnacnocti UCIIJIH HecyT OTBETCTBEHHOCTD
3a BCE JACUCTBHSA, COBEPIICHHBIC OT MMEHU MX YYETHBIX 3allACEd WM CHUCTEMHBIX YYETHBIX
3aIuceil, eciin He JJoKa3aH (paKT HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BaHUS YUETHBIX 3aHCEH.

[Ipu Hapymenusx coTtpyaHukamu YupexaeHus — mnoas3oBareneid HWCIIIn npasun,
CBA3aHHBIX C Oe3omacHocThio [I/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JEUCTBYIOIIMM 3aKoHOAATeNbCTBOM Poccutickoit deneparum.

[IpuBeneHHbIe BbIIE TPeOOBAHHUS HOPMATUBHBIX JOKYMEHTOB MO 3aliuTe UHGPOpMAIUU
JOJKHBI OBITH OTpakeHbl B [losiojkeHUsAX O mojpasleNeHusax YUpeKIeHHsI, OCYIIEeCTBIISIONINX
o6paboTtky [1/In B UCII/IH 1 1OHKHOCTHBIX HHCTPYKITUSAX COTPYAHUKOB YUPEKICHHUH.

Heobxomumo Buectu B IlonokeHust o monpasfencHUsX YUpexAeHUs, OCYIIECTBISIOIUX
o6pabotky [/l B UCIIJIH cBeaeHUsT 00 OTBETCTBEHHOCTH MX PYKOBOIMTEIICH M COTPYIHUKOB
3a pasrialieHue W HECaHKIMOHHPOBAHHYIO MOJU(HUKAIUI0 (UCKaKeHue, (anbcu(UKAIHIO)
[1/1n, a Takxke 3a HEMPaBOMEPHOE BMEIIATEILCTBO B IMPOILECCHl HUX aBTOMATHU3UPOBAHHOMN
00paboTKH.
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8 CHcoxk MCoJIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-TIPABOBHIMM W METOJAUYECKHUMH JIOKYMEHTaMH, Ha KOTOPBIX
6azupyetcs Hactosuiee [lonoxxeHne SABISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX» (Hanee —
®3 «O mnepcoHalbHBIX JAHHBIX»), YCTAHABJIMBAIOIIUNA OCHOBHbIE NPUHLMUIIBI M YCIOBHUS
o6pabotku [1]IH, mpaBa, 00sI3aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHUH, CBSI3aHHBIX
¢ obpaboTkoii I[1/1H.

2 Tlocranosnenue [IpaBurensctBa Poccuiickoii @enepammu ot 1HOs6ps 2012 1. Ne 1119 «O6
YTBEPXKIACHUM TpeOOBaHMM K 3allluTe MEPCOHAJbHBIX JAHHBIX IpU HX 00paboTke B
MH(OPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX».

3 «IlomoxxeHne 06 0COOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBISIEMON 0e3
HCIIOJIb30BAHUS CPEJCTB aBTOMAaTHU3alumn», yreepxkaeHHoe [loctanoBnenuem IIpasurensctea PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHusl K MaTepuaIbHbIM HOCHUTENISIM OMOMETPHUYECKHUX MEPCOHAIbHBIX JAHHBIX U
TEXHOJIOTUSIM XPAaHEHUs TaKUX JaHHBIX BHE HWH(QOPMAIMOHHBIX CHCTEM HEPCOHAIBHBIX
JaHHBIX», yTBepxkAcHHbIe [locTanoBneHneM [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaTuBHO-MeTOIMYecKre JTOKyMEHThl DenepanbHON CayKObl MO TEXHUYECKOMY U
IKcIepTHOMY KOHTpOJto Poccmiickoit deneparnuu (nanee - ®CTIOK Poccun) mo obecneueHmto
6e3omnacuHoctu [1/1n mpu ux o6padotke B UCIIH:

6 Pexomenpanuu o odecredeHnio 0€301MacCHOCTH TIEPCOHATBHBIX JAHHBIX TTPH HX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHANbHBIX JaHHBIX, YTB. 3aMm. aupektopa ®CTIK Poccun
15.02.08 1.

7 OCHOBHBIE MEPOTPUATHS IO OPraHU3ANMK U TEXHUYECKOMY oOecreueHu0 0e301macHOCTH
MEepPCOHANBHBIX JITAHHBIX, 00pabaTbiBaeMbIX B HH(OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX
naHHbIX, yTB. 3aM. qupekropa @CTIOK Poccun 15.02.08 . (JACII)

8 bazoBass Mojenp yrpo3 O€30MacHOCTH TEPCOHAIBHBIX JaHHBIX TMPU HUX 00paboTKe B
MH(POPMAITMOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX, yTB. 3aMm. aupekTopa ®CTIK Poccum
15.02.08 1.

9 Meroauka onpeaeneHus: akTyaJIbHbIX Yyrpo3 0€30MacCHOCTH NEPCOHATBHBIX JAaHHBIX MPU UX
o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaX IEPCOHANBHBIX MTaHHBIX, yTB. 3aM. JIUpEKTOpa
OCTOIK Poccun 15.02.08 r.
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Hpunoxenue 1

Ne [1nan - nepeyeHb TEXHUUECKUX MEpONpUITUI 110 obecrieduennn OezonacHoctu UCII]] K3 K2 K1
I B noxcucreme ynpapiieHus 10CTYIIOM:
PeanuzoBaTh naeHTH(PUKALNIO U IPOBEPKY MOIITUHHOCTH CYOBEKTOB JIOCTYIA TIPH
1 BXxo/i¢ B onepannoHuyto cucremy UCII{x mo mapoiro ycIoBHO-TTOCTOSIHHOTO + + +
JEHCTBUS, IJTMHOW HE MEHEE MIECTH OyKBEHHO-IIU(POBBIX CHMBOJIOB;
PeanuzoBaTh ueHTHGUKALINIO TEPMUHATIOB, TEXHUUYECKUX cpeacTB 00paboTku I1/1H,
2 y350B UCIT/IH, KOMIOBIOTEPOB, KAHAJIOB CBsI3M, BHEIHUX ycTpoilcTB MCII/IH o ux - + +
JIOTUYECKUM UMEHaM (azipecam, HOMEpaMm);
3 Peanu3zoBaTh ueHTHGUKALIUIO TPOTPaMM, TOMOB, KaTaJlOTOB, (ailyioB, 3anucei, i + +
MOJICH 3amuCcel IO UMEHaM;
4 Peanu3oBaTh KOHTPOJIb AOCTYIA CYOBEKTOB K 3aIMIIAEMBIM PECYPCaM B + +
COOTBETCTBUU C MATPHIIEH JIO0CTYMa;
npu Hamumanu o akoueHus UCIIIH k ceTsM 001m1ero mojas30BaHus T0DKHO He amxe 5-ro He amxe 4-to He nuxe 3-ro
5 MIPUMEHSTHCS MEKCETEBOE IKPAaHUPOBAHHE. YPOBHS YPOBHS YPOBHS
3aMIUIIEHHOCTH 3aIIUIIEHHOCTH 3aIUIIEHHOCTH
Jlns obecrieueHns 6e301acHOro MexcereBoro B3anmoaerictus B UCITIu ms He mmxe 5-ro He mmxe 4-ro He auxe 3-ro
6 Pa3HbIX KJIACCOB HEOOXOIMMO HCIONB30BaTh MO YPOBHS YPOBHS YpOBHSA
3alIUIICHHOCTH | 3aIIMIIEHHOCTH | 3aIUIIEHHOCTH

CpencTBo 3amuThl OT IPOrpaMMHO MaTeMaThuieckux Bo3aeiicteuii (ITMB):
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Peanu3oBaTh HACHTU(UKAIUIO M ayTEHTU(PUKALNIO CYyObEKTOB JOCTYIIA IPU BXOJE B
CPEICTBO 3aILUTHI OT IPOrpaMMHO MaTemaThueckux Bosaeiicteuil (IIMB) u nepen
BBITIOJTHEHUEM UMHU JIFOOBIX OTIepanuii 0 YIpaBiIeHUIO QYHKIUAMU CPEACTBA
3amuTel oT [IMB 1o napouito (Mim ¢ UCHOJIB30BAaHUEM HHOTO MEXaHU3Ma
ayTeHTU(UKAINH) YCIOBHO-TIOCTOSIHHOTO JICHCTBHSA JUTMHOW HE MEHEe MIECTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

OcymiecTBIATh KOHTPOJIb JIFOOBIX AEUCTBUN CyOBEKTOB IOCTYIA MO YIPABICHUIO
¢byHKIMAME cpeacTBa 3amuThl oT [IMB TonbKO MOCHIE MpoBeIeHUs €ro yCnemHon
ayTeHTU(PUKALINUH,

[IpenycMoTpeTh MeXaHU3MBbI OJIOKMPOBAHMS IOCTyNa K cpeacTBaM 3amuTsl oT [IMB
TP BBINIOJIHEHWH YCTAHABIMBAEMOI'O YMCIIA HEYJAaYHBIX IOMBITOK BBOJIA MTAPOJI;

Heo6xonumo npoBoauTh uieHTHGUKaUIO (hailIoB, KaTajaoros, MPOrpaMMHBIX
MO/TyJIEW, BHEIIHUX YCTPOMCTB, UCOJIb3YEMBbIX CpeICTB 3amuThl OT [IMB;

B noacucreme peructpaiuu 1 yuera:

OcymecTBIATh perucTpaIuio Bxoaa (BeIXo1a) CyObeKTa IOCTyIa B cUcTeMy (U3
CUCTEMBI ), TUO0 PErUCTPALIUIO 3arPy3KU U MHUIIMAIN3AIMH OTIEPAllHOHHON CUCTEMBbI
U ee MporpaMMHOI0 OCTaHOBA. Perucrpanys BbIXo/1a U3 CUCTEMBI UM OCTAHOBA HE
MPOBOJUTCS B MOMEHTHI annapaTtypHoro otkiatouenus UCIIu. B napamerpax
perucTpaluu yKa3blBaloTCs AaTa U BpeMs BXoJa (BbIX0/1a) CyObeKTa JOCTyIa B
cucTeMy (M3 CUCTEMBI) UJTH 3arPy3KH (OCTAaHOBA) CHCTEMEI;

[TpoBOAMTH y4eT BCEX 3alIMIIACMbIX HOCHTENEH HH(DOPMAIIMK ¢ TIOMOIIBIO MX JII000H

MapKHUPOBKH U C 3aHCCCHUEM YUCTHBIX NAHHBIX B KYpHaJI (y‘ICTHYIO KapTO‘{KY);
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[TpoBOANTE PETUCTPAIMIO BXO/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJCTBO 3AIIUTHI OT
IIMB, perucrpanuro 3arpy3ku 1 HHULMAINA3ALUHU 9TOTO CPENCTBA U €€
IIPOrpaMMHOTO OCTaHOBA. B mapameTpax perucrpaiuu yKa3bIBaeTCsl BpeMsl U JaTa
BXOJIa/BBIX0/Ia CyOBEKTa I0CTYIA B CPeACTBO 3amuThl oT [IMB nm
3arpy3KH/0CTaHOBA ATOTO CPEJICTBA, a TAKXKE UICHTH(PHUKATOP CYyOBEKTa TOCTYIIA,
VWHULMUPOBABIIETO JAHHBIE IEHCTBUS;

[IpoBoauTh perucrparnuio coobITui poBepku 1 ooHapyxenus IIMB. B napamerpax
perucTpaiuy yKa3bIlBaloTCs BpeMs U JlaTa MpoBepkH uiu ooHapyxenus [IMB,
UIEHTU(PUKATOP CYOBEKTa JOCTYMa, NHULMUPOBABLIETO JaHHBIE ICHCTBUS, XapaKTep
BBITIOJTHSIEMBIX JCHCTBUIN 1O TIPOBEPKE, THUIT 0OHAPY>KEHHOU BPETIOHOCHOM
nporpammsl (BII), pesynbrar neiictBuil cpeactsa 3amuThl no 6aoxupoBanuio [IMB;

[TpoBOANTH perucTpamio COOBITHI IO BHEAPEHHUIO B CPEICTBO 3amuThl oT [IMB
MakeToB OOHOBJIEHUH. B mapameTpax peructpaiuu yKa3bpIBarOTCSl BpeMs U JaTa
0OHOBIICHUS, UCHTU(UKATOP CyOBEKTA TOCTYIa, MHUIIMUPOBABIIIETO JAaHHOE
JEHCTBUE BEPCUsI U KOHTPOJIbHAS CyMMa IaKeTa OOHOBJICHUS,

[IpoBOANTH perucTpamio COOBITUH 3aITyCcKa/3aBepIeHUsT pab0ThI MOTyJIEH CpeIcTBa
3amuTel oT [IMB. B mapameTpax peructpanuu yka3zblBaroTCs BpEMsI U 1aTa
3amycKa/3aBepiieHus padoThl, HACHTH(PUKATOP MOIYIISL, HICHTU(PHUKATOP CYObEKTa
J0CTyIa, UHUIIUUPOBABIIETO JIaHHOE JICHCTBUE, PE3YAbTAT 3aIyCcKa/3aBepIIeHuUs
paboTHI;

JIOJI’KHA MTPOBOIUTHCS pEruCTpalys COOBITUI YIpaBlIeHUs CyObEKTOM JIOCTYIIa
¢dbyHkuusaMu cpeactsa 3amuTel oT [IMB. B mapamerpax perucrpanuu yka3blBarOTCs
BpEMsI U J1aTa COOBITUS YIIPaBICHUS KXo QyHKIIMEH, uIeHTUDUKATOP U
cnenudukanus GyHKIUH, UISHTUPUKATOP CYyObEKTa T0CTya, MHUIIMAPOBABILIETO
JTaHHOE JIeUCTBHE, Pe3yIbTaT JCHCTBUS;
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[IpoBoauTH perucTpanuio CoObITUI ONBITOK JOCTYIAa IPOTPAMMHBIX CPEICTB K
MOJIyJsAM cpeacTBa 3amuThl oT [IMB win criennansHbeIM JtoByIIKaM. B mapamerpax
peruCTpaIiy yKa3bIBAIOTCS BPEMS U JIaTa MOMBITKA JOCTYIA, HACHTU(PHKATOP
MOMYJISA, UACHTH(GHUKATOP U crienuduKamnms MOAyIIsl cpeacTBa 3amuthl oT [IMB
(ciennanbHOM JOBYILKH), PE3Yy/IbTAT MOMBITKH 1OCTYIIA;

[IpoBoauTH perucTpainmio coObITUI OTKaTa s cpeacTra 3anuTel oT [IMB. B
napaMmeTpax perucTpalii yKa3blBarOTCs BpeMsl U JjaTa COOBITHS OTKarTa,
crenuduKanus AeWCTBUM OTKaTa, HACHTU(PUKATOP CyObEKTa JOCTYIa,
VHHUIMMPOBABIIETO IAHHOE JAEUCTBUE, pE3yIbTaT JEHCTBHS;

10

ObecrneunTsb 3alUTY JAHHBIX PETUCTPAIMK OT UX YHUUTOXEHUS UM MOIU(UKALUN
HapyluTeIeM;

11

Peamm3oBaTh MeXaHU3MBI COXpaHCHUA JaHHBIX PErUCTpaluu B CIIydac COKpallCHUA
OTBCJACHHBIX IO HUX PECYPCOB;

12

Peanm3oBaTh MeXaHU3MBI POCMOTPA U aHAJIM3a JAHHBIX PETHCTPALAN U UX
(dbunpTpaIuu 1o 3aJaHHOMY HaObOpy MapaMeTpoB;

13

[TpoBOANTH aBTOMATHYECKUI HEMPEPHIBHBIIT MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
SABIATHCA NpuunHOM peanusanuu [IMB (co3nanue, penakTupoBaHnue, 3auch,
KOMITWJISIIUS. 0OBbEKTOB, KOTOpPBIE MOTYT coaepxkarh BIT).

14

Peamm3oBaTh MexaHNU3M aBTOMATHYSCKOI'O aHAJIN3a JaHHBIX PETUCTpALlUU 110
rabJIoOHaM THIIOBBIX HpOHBJ’IeHI/Iﬁ IIMB ¢ aBTOMaTH4ECKHUM UX 6J'IOKI/IpOBaHI/IeM u
YBECAOMIICHUEM aAMHUHUCTPATOPA 6630HaCHOCTI/I;

15

[TpoBOAUTE HECKOJILKO BHJIOB yueTa (AyOJUPYIOIINX) C PETUCTPALlUEH BbIIaun
(mpuema) HocuTenel nHpOopMaITUH;

16

OcyIiecTBIATh PETUCTPAIINIO BXOAA (BbIX0/1a) CYOBEKTOB JIOCTYIA B CHCTEMY (U3
CUCTEMBI ), THOO pEerucTpaIus 3arpy3Kd U HHUIHATU3AIUN ONIePAIIHOHHON CHCTEMBI.
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17

OcCyIIecTBIATh PETUCTPAINIO BBIIAYH MTEYATHBIX (TpadUIEeCKIX) TOKYMEHTOB Ha
«TBEpAYIO» KOIHIO. B mapaMerpax peructpanuy ykas3blBatoTcs (JaTa U Bpems
BbI1auX (0OpaIIeHus K MOACUCTEME BBIBOA), CTICHU(HUKAINS yCTPOHCTBA BBLIAYH —
Joru4yeckoe uMs (HOMep) BHELIHETO YCTPOICTBA, KpaTKOE COJIEpKaHNe
(HauMeHOBaHUe, BUJ, MH(}P, KOI) M YPOBEHb KOHPHUACHIINATHLHOCTH IOKYMEHTA,
UACHTU(PHUKATOP CyObEKTa JOCTYIA, 3aIPOCUBIIETO JOKYMEHT;

18

OcymiecTBIATh pEerucTpalmio 3anycka (3aBepiieHns) IporpaMM U MpoIeccoB
(3amanuit, 3a1a4), NpeHaA3HAYEHHBIX Ui 00paboTKH 3amuiaemMbIx (aiisios. B
napamMeTpax perucTpaiyy yKa3bIBAIOTCS JaTa U BpeMsl 3aIyCKa, HMs
(mperTHdUKATOP) MPOTPpaMMEI (TIpoIecca, 3aJaHus ), HACHTU(PUKATOP CYObEeKTa
JIO0CTYTIa, 3alIPOCHUBILIETO TPOrpaMMy (IIpOLIece, 3a/laHue), pe3yabTaT 3amycKa
(ycnemHbIi, HeyCTeUTHbI — HECAaHKIIMOHUPOBAHHBIH),

19

OcCymiecTBIATh PETUCTPALIHMIO MONBITOK JOCTYIA IPOrPaMMHBIX CPEICTB (Mporpamm,
MIPOIIECCOB, 3a/1a4, 3a/IaHWi) K 3anuiaeMeiM (aiimam. B mapamerpax perucrpamum
YKa3bIBAIOTCSA JaTa U BPeMsl TIOIBITKH JIOCTYIIA K 3aluiaeMomMy (aiiny ¢ ykazaHHeM
ee pe3ynbrara (ycIenHasi, HeycrnelrHas — HeCaHKIIMOHUPOBaHHAs ), HACHTH(PUKATOP
cyOBeKTa IoCTyMa, crienuguKanms 3anmiaemMoro Qaiiia;

20

OcymiecTBIATh PErUCTPALIMIO MTOMBITOK AOCTYIA TPOrPaMMHBIX CPEICTB K
CJIEYIOIIUM JIOTIOTHUTEIBHBIM 3alUIIaeMbIM 00bEKTaM JO0CTYIa: TEPMHUHAJIAM,
kommbioTepam, y3nam cetu UCIIIH, muHusM (KaHaJIaM) CBSI3U, BHEITHUM
yCTpOICTBaM KOMITbIOTEPOB, POrpaMMamM, ToMaM, Katajoram, (aiiaam, 3anucsm,
noJIsiM 3anuceld. B mapamerpax perucTpaiuu yka3blBaroTCs 1aTa U BpeMs MOTBITKA
JIOCTYTIa K 3alllMIaeMOMY OOBEKTY C YKa3aHHEeM ee pe3yJsbTara (ycHeliHas,
HeyCIenIHas — HeCaHKIMOHUPOBaHHas ), UACHTU(PUKATOP CyObeKTa JOCTYIIA,
cnenu@uKaInys 3amInaeMoro 00beKTa — JIOTHIECKOe UMsI (HOMeEp);

21

HpOBOI[I/ITB Y4YET BCEX 3alIUIIACMbIX HOCHUTENCH I/IH(bOpMaLII/II/I C IIOMOIIBIO UX
MapKHUPOBKH U C 3aHCCCHUEM YUCTHBIX JAHHBIX B JXYpHAJI (yLICTHYIO KapTO‘IKY);
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22

Ocy1iecTBIATh OYUCTKY (0OHYIIeHHE, 00e3IMYMBaHIE) 0CBOOOKIAEMBIX 00IacTeit
OTICPATUBHOM MaMsATH KOMIBIOTEPOB U BHEIIHUX HaKomuTene. OuncTka
OCYIIECTBISIETCS OJHOKPATHON MPOHU3BOIBHOM 3aMKCHI0 B 0CBOOOKIaEMYIO 001acTh
MaMSATH, paHee UCIIOJIH30BAHHYIO JUIsl XPAHEHUS 3aIIUIIAeMbIX TaHHBIX ((aiiios,
nH(pOpMAIIHN);

B noacucreme obecredeHus 1eIOCTHOCTH

ObecneunTh 11ETOCTHOCTh MPOTrpaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a
TaK)Ke€ HEM3MEHHOCTb MTPOrpaMMHOM cpeabl. [Ipy 3TOM 11€I0CTHOCTD CPENICTB 3aLIUThI
IIPOBEPSIETCS MPHU 3arpy3Ke CUCTEMBI 110 HAJTMUUIO UMEH (MIeHTU(UKATOPOB)
koMroHeHT C3I1/IH, eaocTHOCTh MPOrpaMMHOM cpejibl 00ecrieunBaeTcs
orcyrctBueM B ICII/IH cpencTB pa3paboTKH U OTIAAKU IPOTpaMM;

OcymectBiath puznueckyto oxpany UCII/x (ycTpoiicTB U HOcuTenen
nH(popMaIun), mpeaycMaTpuBaroiias KOHTpoIb goctymna B momemenus UCIIa
MMOCTOPOHHUX JIUI], HAJTMYKE HA/IEKHBIX MPENATCTBUH /1151 HECAHKIIHOHUPOBAHHOTO
nporukHoBeHus B omenienust UCII/IH u Xxpanumnwuine HocuTeneil nHdopMaIu;

[TpoBoauTs mepuoauveckoe rectupoBanne Gpynkumii C3I11H npu n3meneHnn
nporpamMmMHoi cpenbl 1 iepcoHana MCII{H ¢ moMonpio TECT-MPOTrpamm,
umutupyromux nonsitku HC/I;

JIOJDKHBI OBITH B HATM4KMK cpeacTBa BocctanoBiaeHus C3I1/IH, mpemycmarpuBaromnue
BEJICHUE JIBYX KOTIMH IPOrPaMMHBIX CPEJICTB 3alUThl HHPOPMAILIUH, UX
MePUOANIECKOE OOHOBJICHHE U KOHTPOJIb pab0OTOCIIOCOOHOCTH;

[IpoBOANTH MPOBEPKY LIEIOCTHOCTH MOYyJIeH cpeacTBa 3amuThl oT [IMB,
HEOOXOIUMBIX JJISl €r0 KOPPEKTHOTO (PYHKIIMOHUPOBAHUS, IPU €T0 3aTPYy3KE C
WCII0JIb30BAHUEM KOHTPOJIBHBIX CYMM;

O0ecneynTh BO3MOKHOCTb BOCCTAHOBJICHHUS CpeacTBa 3alllMThI OT HMB,
npeaycMmarpuBaromas BEACHUEC IBYX KOITHH IpoOrpaMMHOTO CPpEACTB 3alIUTEI, €0
MEpUOAUICCKOC OOHOBIICHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I;
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7 Peann3oBaTh MeXaHU3MBI TPOBEPKH LIEITOCTHOCTH MAKETOB OOHOBIICHHH CpeCTBA N N N
3amuTsl oT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

3 [IpoBoauTs pesepBHOE KonupoBanue [1/]n Ha oTuyk1aeMbie HOCUTENU HHPOPMALUK; N N

\Y B noacucreme aHTUBHPYCHOM 3aIlIUTHI:
[IpoBoauTh aBTOMaTHYECKYIO MTPOBEPKY Ha Hanuuue BII nnu nocnencteuit [IMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX Moyl (IPUKIIAJHBIX IPOTPAMM), + + +
KOTOpbIe MOTYT coiepxaTh BII, Mo uX TUNOBBIM 111a0JI0HAM U ¢ TOMOIIbIO
IBPUCTUYECKOTO aHAIIN3A;

) PeanuzoBaTh MeXaHM3MbI aBTOMAaTHYECKOTO OJIOKHpOBaHUs 00HapykeHHbIX BII N N N
MyTeM UX YAaJeHUs U3 MPOrpaMMHBIX MOJIYJEH HIIM YHUUTOXKEHUS;

3 PerynsipHo BeINOIHATH (IIpH nepBoM 3amycke cpeacTs 3aumThl [1J{n ot [IMB u ¢ N N N
yCTaHaBJIWBAEMOW MMEPUOANIHOCTHIO) TPOBEPKA HA TIpeIMeT Hamn4us B HUX BII;
JomxHa nHuIMupoBaThes apTomarnueckas nposepka UCII/In Ha mpeameT Hanmuuus

4 + + +
BII npu BeisiBnennn ¢akra [IMB;
Peanu3oBaTh MexaHU3M OTKaTa JUisl yCTaHABIMBAEMOIO YHCIIA ONEpaluid y1aJeHuUs

5 BII u3 onepatuBHOM WJIK MOCTOSIHHOW MAMSITH, U3 MPOrPAMMHBIX MOIYJIEH U + + +
MPUKIIAJHBIX IPOrpamMM WM POTPaMMHBIX CPEACTB, coaeprkamux BIL.

5 Hononautensno B UCIIJIH nomkeH npoBOAUTHCS HEMPEPHIBHBINA aBTOMATHYECKHI + + +
MOHHUTOPHUHT HH(GOPMAITMOHHOTO OOMEHA C BHEIITHEH CEThIO ¢ 11eNbio BhisBIeHus BIL.

Vi Kontponas orcyrcteus H/B B I10 C3U1
JJ1 mporpaMMHOTO 0OeCTeueHusl, HCIOIb3yeMOT0 MPH 3aluTe HHPOPMAIIH B

1 NCTIn (cpeacts 3amutsl unopmanmu — C3U, B ToM uncie 1 BCTPOSHHBIX B + + +
o0I1ecCuCTEMHOE U MPUKIaJHOE TporpaMMHoe obecnieuenue — [10), nomkeH ObITh
o0ecreyeH COOTBETCTBYIONUI YpOBEHb KOHTpoJIs oTcyTcTBHsI B HeM HJIB (ue

Monntnka nHbopmaumoHHon 6esonacHocTu. CtpaHnua 30 13 33




JIEKJIApUPOBAHHBIX BO3BMOYKHOCTEN).

VIl

Ob6napyxenue sropxkennit B UCIT/Ix

OObHapyxeHue BTOPKEHUH JOJHKHO 00eCeunBaThCs IMyTEM MCI0JIb30BAHUS B
coctaBe MCIIJIH mporpaMMHBIX WJIM TPOIPaMMHO-aIapaTHBIX CPENICTB (CUCTEM)
oOHapyxeHus sropxkeruii (COB).

Heo0xoanmo 00s3aTenbHOE HCIOIB30BAHNE CUCTEMBI OOHAPYKEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/Ibl aHAIH3a

Heo0xoanmo 00s3aTenbHOE HCIOIb30BAHNE CUCTEMBI OOHAPY)KEHUS CETEBBIX aTakK,
MCIOJIb3YIOUINE CUTHATYPHbBIE METO/IbI aHAIM3a U METO/IbI BBISBJICHUSI aHOMAaJUI

VIl

3ammuTta UCIIdu ot IDMHWH

Jlnst oO6paboTku nHGOpManuu HeoOxoaumo ucnosib3zoBaTh CBT, ynoBierBopstomue
TpeboBaHusM ctaHaapToB Poccuiickoit deneparuu mo 3IeKTPOMarHUTHOU
COBMECTUMOCTH, 10 0€30MaCHOCTH M 3PTOHOMHUYECKUM TPeOOBaHUSIM K CpeACTBaM
0TOOpaxkeHUs1 HHPOPMAIMH, TI0O CAHUTAPHBIM HOPMaM, MPEIbSIBISIEMbIM K
BHICOTUCIUICHHBIM TepMuHaiaM [I9BM (manpumep, [OCT 29216 91, TOCT P
50948-2001, TTOCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus UCII/IH TpebGoBanusam 6e3onacHocTH [1][H

[IpoBectu 00s3aTeNnbHYIO CePTUPHKAIUIO (ATTECTALMIO) IO TPEOOBAHUSAM
0e301acHOCTH HH(POPMAIIHH;

JlekaapupoBaTh COOTBETCTBHE HIIH 0053aTEIbHYIO CepTH(UKAIHIO (ATTECTAIHIO) 110
TpeGoBaHMAM 06€30IaCHOCTH MHPOPMALIUH (IO PELICHUIO OTlepaTopa);

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHnua 31 13 33




[Tpumeuanue: s UCITIn 4 knacca nepeueHb MeponpusaTiii o 3ammure [1/[H onpenensercs B 3aBUCUMOCTH OT yiiep0a KOTOPBI MOKET OBITh

HAaHCCCH B CJICACTBHUHU HCCAHKIIMOHNWPOBAHHOTO MJIKM HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H

CornacoBaHo:

WucTpykTop no ¢usnueckoil Kyabrype Jlebenesa Bepa Bnanumuposna
Crapumii BociuTartelb JIuceeBa TarbsiHa AnekcaHApOBHA
3aBeayromun PasrynsieBa Mprnna AnexkcanapoBHa

Monntnka nHbopmaumoHHon 6esonacHocTu. CTpaHnua 32 13 33



JIner o3Hakomiienus ¢ [lonuTnkoi nHpOpManoHHON 0e301aCHOCTH

Ne 1017 (0) HosxHoCTH [ara Hoanmuceh
n/n
1 | JleGeneBa Bepa BmamumuposHa Wuctpykrop 1o ¢pusnveckoit
KYJIbType
2 | Jluceea TaTbsiHa AJeKcaHIpOBHA Crapuuuii BocIuTaTeb
3 | PasrynsieBa Upuna AnekcanapoBHa | 3aBenyroniui

Monntuka nHbopmaumoHHon besonacHocTh. CtpaHnua 33 13 33
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